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Foreword

Government IT offers many challenges but, it seems, few solutions that satisfy everyone.
There is a well-documented history of too many high-profile and costly failures. This is rarely
the fault of the underpinning technology: policy complexity, late additions to already-long
lists of requirements; inadequate change management processes; and a failure to bring users
fully in to the picture, all play their part. As with many organisations, there remains a critical
dependence on legacy systems for large transaction processing, with the consequent need to
deal with interoperability between systems. These issues haven't suffered from a lack of
analysis: the National Audit Office; the Public Accounts Committee; and many other
commentators all have opinions and viewpoints on what needs to be done to put matters
right. However, the plain fact is that problems continue, despite forceful recommendations
from powerful groups about how to improve the process so that government does better.

Meanwhile, as this report brings out, the possibilities IT offers for wholly transforming
people’s lives increase exponentially with each passing year. The pressure to produce more
for less is a dominant theme for delivering public services; and the Coalition’s plans are wide-
ranging, and demanding of innovative and inventive solutions. It is clear that something has
to change: government IT cannot be stuck in a time warp, when all around, commercial
organisations are responding to very similar imperatives. What was right for the 1980s is
unlikely to be acceptable today.

The good news is that on the basis of the substantial research described in this report, we are
convinced that there is a much better way forward for government IT. We have been
indebted to many people, notably the Taskforce members who have steered our work, and
whose names are listed in the ‘About the Taskforce’ section; to the Home Office and the
Metropolitan Police, whose co-operation around a real project utilising agile development
techniques opened their eyes, and ours, to the possibilities which rapid development offers;
to the seventy or so people whom we interviewed, from public, private and voluntary
sectors; and to all those who participated in the several workshops and seminars we ran at
the Institute. Finally, none of this work would have been possible without the generous
sponsorship provided by Research in Motion.

In the end, the recommendations are the entire responsibility of the co-authors, all of whom
played a significant part in this. We could not, however, have got this far without the many
people who played such a large part in helping us.
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Executive summary

“IT in government is as difficult as it gets” - lan Watmore

Information technology (IT) continues to revolutionise the world in which we live at a
breathtaking pace, fuelled by the exponential development of computer processing power
and the growth of the internet. In the last decade we have witnessed extraordinary advances
that have changed the way we interact with each other, consume media, work, shop and
play. These were mostly in ways that were unpredictable.

Getting the best out of government IT is extremely challenging. Despite costing
approximately £16bn per year,” government IT seems locked in a vicious circle: struggling to
get the basics right and falling further and further behind the fast-paced and exciting
technological environment that citizens interact with daily.

Most attempts to solve the problems with government IT have treated the symptoms rather
than resolved the underlying system-wide problems. This has simply led to doing the wrong
things ‘better’.

Working with a Taskforce® comprising departmental chief information officers (CIOs), top
private sector ClOs and IT thinkers, the Institute for Government has observed and reviewed
the trialling of a live IT project, interviewed over 70 leading IT experts, and reviewed the
evidence from international and private sector case studies. While the focus of the report
and its recommendations are aimed at central government departments and arms length
bodies, the principles and the approach can be applied throughout the public sector and will
require the support of suppliers to help shape the future of government IT.

This report shows how government IT can turn the vicious circle into a virtuous one. Driving
efficiencies and supporting innovation should become mutually reinforcing themes.

" Quoted in Mark Say, ‘The Information Man’, Government Computing, 19:2, 2005, p. 16

? Latest total spend based on the estimate in the Operational Efficiency Programme final report.

? The Taskforce members are Sir lan Magee (Institute for Government), Ursula Brennan (Ministry of
Defence), Roger James (Computiv and University of Southampton), John Keeling (John Lewis Partnership),
David Lister (National Grid), Bill McCluggage (Cabinet Office), Tom Steinberg (MySociety and Public
Sector Transparency Board), John Suffolk (formerly Cabinet Office) and Annette Vernon (Home Office, on
sabbatical)
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The case for change

There have been some notable government IT successes such as online vehicle road tax or
the Department for Work and Pension’s (DWP’s) Payment Modernisation Programme
delivering direct payment of certain benefits to claimants’ accounts.* However, the
reputation of government IT has suffered from repeated high profile failures.

Numerous reports and articles have pointed to a long list of problems: chronic project
delays; suppliers failing to deliver on their contractual commitments; not designing with the
user in mind; divergent costs for simple commodity items; incompatible systems; the high
cost of making even basic changes; ‘gold-plating’ IT solutions; and failing to reuse existing
investments. Moreover, there is a critical dependence on legacy systems, and the need to
deal with interoperability between these systems increases cost and complexity.

These problems have been widely rehearsed but proved stubbornly resistant to change. This
is because government’s approach to IT is fundamentally flawed for our times.

Traditional linear IT project approaches, like the V-model and Waterfall, assume that the
world works in a rational and predictable fashion. Specifications are drawn up in advance,
‘solutions’ are procured, and then delivery is managed against a pre-determined timetable. In
reality, priorities change rapidly and technological development is increasingly unpredictable
and non-linear.

Most government IT therefore remains trapped in an outdated model, which attempts to
lock project requirements up-front and then proceeds at a glacial pace. The result is repeated
system-wide failure.

Ironically, in areas where it may make sense to lock down choices, such as the procurement
of commodity items or the implementation of common standards, government struggles.
The strong departmental lines of accountability® mean that while many government IT
professionals recognise these issues, no one has the mandate to tackle them.

The solution: platform and agile

A totally new approach is needed that emphasises adaptability and flexibility while retaining
the benefits of scale and collaboration across government. It is necessary to tackle two
important aspects simultaneously — delivering government-wide efficiencies of scale and
interoperability while facilitating rapid response and innovation at the front line. We describe
these twin tracks as ‘platform’ and ‘agile’. This report demonstrates that by implementing
both of these elements, government could see cost and time savings while delivering a more
effective and flexible service.

* National Audit Office, Delivering Successful IT-enabled Business Change, November 2006
> See Simon Parker, Akash Paun, Jonathan McClory and Kate Blatchford, Shaping Up: A Whitehall for the
Future, Institute for Government, January 2010
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What do we mean by ‘platform’ and ‘agile’?

e Weuse ‘platform’ to refer to a shared, government-wide approach to simplifying
elements of IT. The aim of the platform is to bear down on costs, reduce duplication
and establish shared standards. The focus here is on commodity procurement,
coordinating delivery of common IT facilities and services, and setting common and
open standards to support interoperability.

e Inthe IT profession, ‘agile’ refers to a specific software development methodology.
However, the principles can be applied to all IT projects. At its most basic level, agile
techniques are about becoming much more flexible, responsive to change and
innovative. Development is modular and iterative, based on user involvement and
feedback. Early delivery of core working functionality is the priority.

There are tensions between a platform and an agile approach: treating items as commodities
reduces cost but can limit flexibility; coordinating elements of IT across departments frees
up resources but may move them further from frontline users; common standards support
interoperability but also restrict the freedoms to innovate.

These potential drawbacks need to be carefully managed. Yet the relationship between
platform and agile is not zero sum, where more of one means less of the other. The platform
must address the basics effectively in order to free up specialist time and resources to take
advantage of new opportunities. Equally, as agile approaches are used to explore new
opportunities, innovations are scaled up and better technologies and approaches are fed into
the platform more rapidly.

Areas of IT facing technological change or new ways of working are much more likely to
deliver benefits when adopting an agile approach allowing innovation and experimentation
to flourish. In contrast, with stable and mature technologies, or those areas where being at
the leading edge offers little to government's ability to deliver services, a platform approach
may be the better option.

Establishing the platform

The platform will focus on the basic IT items across government that encourage
interoperability and increase value for money by sharing infrastructure and reducing
duplication. There is no final, stable solution for what is inside or outside the platform as it
needs to evolve with technology. However, there is currently a great deal of government IT
run separately by departments, which should be included in the platform. We suggest the
following changes should be made:

« Commoditisation. IT should be purchased as commodity items across government
and should include well established parts of IT infrastructure (e.g., non-specialist PCs,
printers, low tier storage and standard servers) and basic versions of software (e.g.,
common desktop applications, human resources and finance packages).



« Coordination. IT to be managed once across government should include common
support functions (e.g., first line helpdesks for basic systems and training for shared
systems), shared IT infrastructure (e.g., data centres) and more specialist applications
used across different departments.

« Common standards. This is a complex area, but government should start by
considering which standards are currently being used most widely across the public
sector. Supplementing this, government can look to existing industry standards or
those published by internationally recognised bodies.® However, where suitable
open standards exist (such as those produced by the World Wide Web Consortium)
government should promote their use.

A platform approach does not imply a large recentralisation of government IT. Rather, the
platform approach recommends that delivery roles are distributed across the system to
reflect the capacity and capability inherent in departments and sub-organisations. Lead
departments should take responsibility for specific areas of the platform based on existing
expertise or ease of set up.

Effective governance and accountability structures are vital for this approach to work.
Because of its complex structure, government faces particular challenges around authority
and accountability. Crucially, the centre must be able to establish which elements of
government IT are part of the platform and manage compliance. The Government CIO
should impose a strong ‘comply or explain’ model, with a clear escalation process up to the
Public Expenditure Cabinet Committee where necessary.

Agile projects
The cases and evidence reviewed for this report demonstrate that projects run using agile

methods can deliver better outcomes at lower cost more quickly. Agile focuses on delivering
useable functionality quickly, rather than a ‘perfect solution’ late.

The switch from traditional techniques to a more agile approach is not a case of abandoning
structure for chaos. Agile projects accept change and focus on the early delivery of a working
solution.

In general, agile projects follow four main principles: modularity; an iterative approach;
responsiveness to change; and putting users at the core:

®e.g., it may be appropriate to adopt the standards published by major internationally recognised
standards bodies such as the Internet Engineering Task Force, the International Organization for
Standardization, International Electrotechnical Commission, and the Telecommunication Standardization
Sector ITU-T. The Telecommunication Standardization Sector (ITU-T) coordinates standards for
telecommunications on behalf of the International Telecommunication Union (ITU).
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e Modularity. Modularity involves splitting up complex problems and projects into
smaller components and portions of functionality which can be prioritised. Each
module should be capable of working both in a standalone fashion and in concert
with other modules. This can reduce the time to delivery, enabling users to access
the functionality of modules developed early, without necessarily having to wait
until all of the original specification has been built. It can also make upgrades and
changes easier as systems can be altered module by module or new modules can be
added to the original design.

e Aniterative approach. An iterative and incremental approach acknowledges that
the best solution and means of delivering it are not always known at the start. By
trialling in short iterations, receiving feedback and learning from mistakes a much
more successful system can evolve than if everything is planned and set in stone at
the outset.

e Responsiveness to change. Shorter iterations and regular reviews provide
opportunities for changes to be made and priorities adjusted within an agile project.
The solution is developed in line with a prioritised requirements list, with users and
technical experts agreeing what they will focus on in the current iteration. Should
the business needs change, or new technological solutions become apparent, the
prioritisation of requirements on the list can be easily amended.

¢ Putting users at the core. Agile projects ensure that users or business champions
are embedded within the project team. This enables the business to provide
continuous input and refinement, ensuring that what is delivered meets their needs.
It also demands that business users become closer to IT development than has
sometimes been the case.

Like any management innovation, there are plenty of challenges in adopting an agile
approach. We have identified three in particular: changing organisational cultures to support
agile techniques; governance issues, including approval processes and Gateway reviews; and
commercial complications, particularly in relation to procurement.

Implementing agile will require support from senior level leaders as well as the IT
communities in each department to be successful. It will also require training, tools and a
clear demonstration that it works.



Recommendations
To begin to achieve this, government needs to do the following.

Think in terms of platform and agile

The platform must standardise and simplify core elements of government IT. For any
elements of IT outside the platform, new opportunities should be explored using agile
principles. These twin approaches should be mutually reinforcing: the platform frees up
resource to focus on new opportunities while successful agile innovations are rapidly scaled
up when incorporated into the platform.

Recommendation 1: The Government CIO should govern which elements of government IT
fall within the platform and which should remain outside for agile development. To do this
effectively, the Government CIO must operate independently of departmental interests.

Use the platform to drive efficiencies but keep delivery decentralised

The platform must manage the well-established elements of government IT by: bearing
down on the cost of commodity items; reducing duplication of services and infrastructure;
and setting common standards to support interoperability across the system. The centre will
need to manage certain aspects of the platform (strategy, policy, common standards and
benchmarking in particular) but delivery should reflect and build on the capacity and
capability distributed across the system.

Recommendation 2: The platform should focus relentlessly on three areas:
commoditisation, rationalising the management of common elements of government IT and
setting common standards.

Recommendation 3: Delivery of elements in the platform should be undertaken by lead
departments, on behalf of the government as a whole.

Recommendation 4: Clear governance and escalation structures are required to resolve
disputes between lead departments and other departments. The Government CIO should be
the first point of arbitration and the Public Expenditure Committee should provide the
ultimate point of authority.

Support and foster agile principles

By adopting an agile approach to IT projects, government can radically improve outcomes on
IT projects. Projects can be delivered more cheaply and rapidly while also delivering better
solutions.

Recommendation 5: During 2011/12 all government departments should run several
upcoming projects using agile development principles. The exact number should be guided
by the size of the department and collectively be weighty enough to act as a real catalyst for
change within the department.



Recommendation 6: Future IT and project management training for government employees
should include a significant component of agile methods training. Departments should also
help develop agile ‘centres of excellence’ to provide support, resources, training and
coaching.

Recommendation 7: All departments should review governance, project approval processes
and legal arrangements to ensure that they can be made to work with agile projects. As part
of this the Cabinet Office should investigate and implement an assurance process to replace
the Gateway Review for agile projects.

Recommendation 8: Government departments should ensure that all future supply
contracts can be made to work with a more flexible and iterative approach to development.
This should include licensing and supplier change requests. This review should be led by the
centre in order to avoid duplication at the departmental level.

Take steps now and expect to refine the approach over time

The scale of government IT is enormous. Faced with such complexity, the lesson inherent in
the principles of agile is not to try and develop a perfect roadmap for change up-front but to
work up plans iteratively and to refine the approach over time based on user interaction and
feedback. Our analysis suggests that even small steps towards developing the platform and
using agile techniques will deliver real benefits. ‘Quick wins’ will help to build support for
change early on while developing a longer term plan. No system is perfect and no system is
immune to change. Having a more flexible and agile system is the best way to keep adapting
to the shock of the new.



1. Introduction

“640KB ought to be enough for anybody” - attr. Bill Gates

The accelerating IT revolution

Whether or not these were Bill Gates’ actual words in 1981,” the quote neatly captures the
near impossibility of predicting the future when it comes to information technology.

Computing is currently undergoing a fourth wave of change.® The first wave (1956-1976)
saw the introduction of centralised mainframe computers, the second (1976-1992) saw the
rise of personal computers, which evolved into a third wave of networked computing (1992-
2008).

The fourth wave (2008-present) has been characterised as ‘IT everywhere’. This is the move
from IT being viewed as ‘grey boxes’ to an invisible and ubiquitous service. It aims to connect
everything in an increasingly personalised manner, spurred on by the proliferation of
embedded technologies, mobile computing and an explosion of content.

Social networking characterises the nature of change in IT today. Ten years ago, social
networking was virtually unknown. In 2010, 43% of UK internet users posted messages to
social networking and blog or chat sites.’ In less than seven years, Mark Zuckerberg, the
founder of Facebook, has wired together a twelfth of humanity into a single network,
creating a social entity with a ‘population’ almost twice as large as the United States.™

Businesses and other organisations have been quick to exploit this new medium. Many now
have a social media profile and are developing mobile applications to enable them to engage
with the public in a more personal and direct fashion.

Social networking is just one example that demonstrates how IT continues to shape the
world around us in profound and unpredictable ways. As a result, the potential for IT to help
government become more efficient, effective and user-friendly is vast, not simply by
increasing efficiency but by fundamentally changing the relationship between citizen and
state.

7 Bill Gates denies having ever said this; see Eric Lai, ‘The "640k” Quote Won't Go Away - but Did Gates
Really Say It?’, Computerworld, 23 June 2008

8 Hp, Enterprise Services IT Trends: The Fourth Wave is Here, March 2010

% Office for National Statistics, 'Internet Access’, ONS Opinions Survey, August 2010

1% | ev Grossman, ‘Person of the Year 2010’, Time, December 2010
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Around the world governments are using technology to help them deliver better services, be
more transparent and accountable, and connect more directly with their citizens.

In 2005, Canada launched ‘Service Canada’, a multi-channel programme to help the public
access a wide range of government services. The website groups services and information
around life events like finding a job, retiring or having a family, rather than on departmental
lines. Citizens are also able to use their Service Canada accounts to access information and
update personal details for their Employment Insurance, Canada Pension Plan or Old Age
Security. Survey results indicate that this format works well, with 84% of respondents
expressing satisfaction with the service."

The US government has taken steps towards radical transparency of its IT programmes. The
Federal IT dashboard™ allows the public to see the spend and progress status of every
Federal IT project. Citizens can view the summaries and interactive data views, or drill right
down into the detail of each project. Furthermore, each project is linked to a named CIO and
their full contact details, enabling citizens to call those responsible to account directly.

In Malaysia, the government has used technology to help leverage benefits of scale and
streamline processes in its single portal for government procurement.™ As a result, the price
the government pays for goods and services has been reduced by up to 30%, while
procurement timelines have been cut from an average of 6 months to as little as 20 days.™

The UK has also started to innovate with sites such as data.gov.uk, DirectGov and the
Government Gateway. However, despite these examples, there is a sense that government
always appears to be one step behind when it comes to making the most of new technology.
In this report we will argue that this is far from inevitable and by following some well
established principles there is no reason why government cannot join the IT revolution rather
than watching from the sidelines.

Getting the basics wrong

So why does government seem to lag behind when it comes to IT? Rather than being at the
cutting edge, most of government IT appears to be locked in a vicious circle of inflating costs
and increasingly outdated services.

Government now spends an estimated £16bn™ on IT, yet the recent Operational Efficiency
Programme states: “Overall savings of around 20 per cent of the estimated £16 billion annual

" Service Canada, Service Canada Client Satisfaction Survey: 2008 Survey, Government of Canada, March
2008

12 US Government, IT Dashboard, Accessed January 2011

3 ePerolan is the mandatory portal for all government procurement in Malaysia

'* Malaysian Government, ‘ePerolehan Saving Govt Millions of Ringgit’, May 2010

"> HM Treasury, Operational Efficiency Programme Final Report, April 2009
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expenditure (£3.2 billion) should be achievable without compromising the quality of frontline
public service delivery.”

Government IT also moves very slowly, characterised by programmes like the National
Programme for IT (NPfIT), the Single Payment Scheme for the Rural Payments Agency, the
National Offender Management Service’s C-NOMIS project and ID cards. These all had
delivery timelines of multiple years and in some cases ended up being scrapped or radically
stripped back. Slow bureaucratic processes also impede the rate of progress.

Time for a fresh approach

These problems are not new, yet attempts to fix the existing system have not been
transformational. It is time for a new approach to government IT, which can turn the vicious
circle of costs and failures into a virtuous one. Driving efficiencies and supporting innovation
should become mutually reinforcing themes rather than contradictory ones. The scale of
government should be used to its advantage, with the varied expertise and innovations
occurring across the wider public sector harnessed more widely throughout the system.

This report sets out how to do this based on the twin concepts of a common platform (a
system-wide approach to standardise, simplify and commoditise) and implementing agile
principles (using resources in a more evolutionary and responsive way to seek the best
solutions). While the report and its recommendations are focused on central government
departments and arms length bodies, the principles and the approach can be applied
throughout the public sector and will require the support of suppliers to help shape the
future of government IT. The concepts of platform and agile, their interactions and benefits
are set out in more detail in Chapter 3. Chapter 4 examines how a common government
platform could be implemented, while Chapter 5 goes into more detail about how agile
techniques and principles can be applied successfully within a government setting. Chapter 6
concludes with the report’s main findings and recommendations.

First, we explore in more detail the recurring issues with government IT and set out the case
for change.

'® HM Treasury, Operational Efficiency Programme Final Report, April 2009


http://www.bis.gov.uk/assets/biscore/shex/files/oep_final_report_210409_pu728.pdf�

2. The case for change

“The history of such [IT] procurements has not been good, with repeated
incidences of overspends, delays, performance shortfalls and abandonment at
major cost” - Improving IT procurement, NAO report'”

Damning newspaper headlines and critical government reports all point to a pattern of
repeated problems in government IT. It would be wrong to ignore some of the considerable
successes, such as the introduction of congestion charging and Oyster cards within London,
or the Department for Work and Pension’s (DWP’s) Payment Modernisation Programme for
benefits,” but these must be set against the many high profile failures and delays.

While many commentators like to focus on the failure rates of government IT projects™ this
can be misleading. ‘Failure’ can be very useful if it is the result of experimentation and
innovation that helps systems to learn and improve. As the examples below indicate, the real
problem is that too many government IT failures occur on a massive scale and are only
recognised as failures late into the process. There is no doubt that government IT is currently
failing, and not in a good way.

So what exactly goes wrong with government IT?

Below we have listed some of the key symptoms of failure. This is not an exhaustive list, nor
do the same issues occur in every government IT project. Instead it is intended to highlight
the scale and breadth of the challenge and the room for potential improvement.

Government IT professionals will be familiar with these examples and the issues they
highlight* and we recognise that many have worked hard to respond to the lessons arising
from these and other case studies. Yet the failures do not end. This chapter will argue that
this is because the government ‘best practice’ advice, when it comes to managing IT projects,
actually reinforces this circle of project failure.

" National Audit Office, Improving IT Procurement: The Impact of the Office of Government Commerce’s
Initiatives on Departments and Suppliers in the Delivery of Major IT-enabled Projects, November 2004

'8 National Audit Office, Delivering Successful IT-enabled Business Change, November 2006

' For example, the 2009 Chaos report indicates that only 32% of projects succeeded. However, there have
been critiques of this figure (e.g., www.cs.vu.nl/~x/chaos/chaos.pdf).

2% For instance, see Edward Leigh, An Open Letter to my Successor as Chair of the Committee of Public
Accounts, Committee of Public Accounts, 29 March 2010
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Symptoms of failure

Project delays

Government IT projects have become notorious for running far behind schedule and failing
to deliver the expected benefits. The C-NOMIS system developed for the National Offender
Management Service (NOMS) is a clear example.”' In 2004 the new NOMS organisation
aimed to create an end-to-end offender management system. The expected delivery date of
the new system was January 2008, but by July 2007, with £155m already spent, the system
was two years behind schedule and the estimated lifetime costs had nearly trebled to
£690m. The Minister of State imposed a moratorium while options were considered. Work
restarted on a scaled-back version of the system in 2008 and is still ongoing.

Many people we spoke to during the development of this report pointed to the fact that
Official Journal of the European Union (OJEU) procurements take an average of 77 weeks,” so
most large projects are ‘late’ before they have even started.

Commercial and supplier problems

For many large IT projects, the government has struggled to keep suppliers on board or hold
them to their original delivery commitments. The National Programme for IT (NPfIT) has
experienced both of these issues in its attempts to deliver new IT systems for the NHS. In
April 2007 Fujitsu, which was the primary contractor for the South region, pulled out of the
programme leaving officials at Connecting for Health struggling to replace them. The
programme was also forced to re-baseline the contracts for the North, Midlands and East
Strategic Health Authorities region® after the original release plans for major systems like
Lorenzo* proved undeliverable. In January 2010 it was reported that NPfIT had run up a bill
of £39.2m for ‘legal and commercial support’ alone.”

Not locking down costs on the basics

Sir Philip Green’s report® highlights that government often pays different amounts for the

same IT goods and services across its departments and agencies. For example, laptop prices
ranged from £353 to £2,000 indicating either a lack of commoditisation or a failure within

departments and agencies to extend the best negotiated rates to other public sector

*! National Audit Office, The National Offender Management Information System, March 2009, and Public
Accounts Committee, The National Offender Management Information System, June 2009

%2 Angeline Albert, ‘Collington to Slash £13 Billion Common Spend by 25 per cent’, Supply Management, 25
November 2010

% The rebaselining process resulted in the 'Penfield’ Agreement signed in 2009

** See http://lorenzo.isoftplc.com/

%> Michael Savage, ‘Labour's Computer Blunders Cost £26bn’, Independent, 19 January 2010

%8 Sir Philip Green, Efficiency Review by Sir Philip Green, 2010
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colleagues. A recent National Audit Office (NAO) report® also highlights the variations in
the cost of IT items that occur within existing collaborative agreements and within single
framework agreements. By using multiple suppliers and intermediaries for single commodity
items,”® government is not fully leveraging the potential economies of scale.

Incompatible systems

A commonly cited barrier to ‘joined-up’ government is that the IT systems across
government are incapable of communicating with each other. An NAO report on reducing
administrative errors at DWP notes that this can also occur within a single department:
“Different computer systems were used to process benefits but they did not communicate well
with each other.”” The report noted that within DWP there were approximately 140 core
processing systems, and that “many of the computer systems are relatively old and standalone,
such that they are difficult to update and information is not readily accessible between the

»” 30

different systems”.

Departments often collect basic data in different ways on different systems. These system
incompatibilities, usually arising from a proliferation of legacy systems, can lead to
duplication of work and an increase in errors due to the problems with transferring
information from one system to another. Even where technical issues can be overcome,
divergent business processes often act as a barrier to compatibility and interoperability. The
NAO review of the Department for Transport (DfT) shared services programme finds that
“[i]n practice, the Department delivered a design blueprint but could not agree a common set of

underpinning business processes”.”

High cost of change

A proliferation of systems can also contribute to the exceptionally high cost of making even
basic changes as the changes have to be replicated and synchronised across multiple
systems. Furthermore, many systems have not been designed with future changes in mind
and it can be technically difficult to update them. In DWP even simple changes to the system
can be problematic. The NAO points out: “Benefit processing systems are not designed in a
way that allows simple changes to the screen display. To add a screen field would require

significant work to ensure the processing code understands the messages being keyed in.”*

27 National Audit Office and Audit Commission, A Review of Collaborative Procurement Across the Public
Sector, May 2010

*8 Within central government, the 460,000 desktops and 60,000 laptops were being purchased from 13
different suppliers, in some cases via an intermediary rather than direct from the manufacturer.

% National Audit Office, Minimising the Cost of Administrative Errors in the Benefit System, November 2010
%% National Audit Office, Minimising the Cost of Administrative Errors in the Benefit System, November 2010
> National Audit Office, Shared Services in the Department for Transport and its Agencies, May 2008

32 National Audit Office, Minimising the Cost of Administrative Errors in the Benefit System, November 2010
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Additionally, a large proportion of IT expenditure is devoted to maintaining and updating
legacy systems. Developing interoperability between legacy systems and new services and
applications is a complex and costly undertaking.

These issues are exacerbated by the high costs of change control procedures that are written
into many fixed price contracts.

Over-customisation and little reuse

The public sector often builds bespoke solutions or selects systems with features far beyond
what is absolutely necessary for the work being performed. For example, the Virtual Court
System developed by the Ministry of Justice included a bespoke ‘scheduling tool’ for
booking courts despite the fact it was little more than a room booking system containing
publicly available information. This pilot is now set to be rolled out for a further trial year
despite an evaluation showing that this ‘cost-cutting measure’ actually increased the costs
involved.*

The Single Payments Scheme for the Rural Payments Agency was another expensive and
overcomplicated solution. This £350m system had over 100 consultants working on it, yet
the system only needed to make payments to a relatively small number of farmers
(116,000). NAO Director Philip Gibby noted that it was a small enough scheme that
payments could have just been recorded on a spreadsheet.?*

These bespoke systems typically cost much more than a standard ‘off-the-shelf’ commercial
option and the levels of customisation and bespoke design makes it much harder for them to
be reused by others or to be fully interoperable with other systems.

Not designed with the user in mind

As well as overcomplicated and bespoke solutions, there are many examples of government
IT solutions which are difficult for the end customers to use. The Prism system in the Foreign
and Commonwealth Office (FCO) was intended to replace and integrate 30 existing separate
finance, payroll, personnel and procurement systems in more than 200 FCO posts
worldwide, but reportedly left many staff “at their wits’end”.> Staff complained that “in the
FCO'’s long history of ineptly implemented IT initiatives, Prism is the most badly-designed, ill-
considered one of the lot”.*® As with many of these issues, the problems are not exclusively

33 Ministry of Justice, Virtual Courts Pilot: Outcome Evaluation Report, December 2010. Economic modelling
suggests that a roll-out of virtual courts across London based on the structure and performance of the
pilot would cost more than it would save over a ten-year period.

3 Tony Collins, ‘The NAO’s Most Serious Criticism of any IT-based Project?’, Computer Weekly, 15 October
2009

%> Committee of Public Accounts, Foreign and Commonwealth Office Annual Report 2004-05, House of
Commons, 15 February 2006

36 | etter in FCO News and Views, Issue 60, November 2005


https://www.justice.gov.uk/publications/virtual-courts-report.htm�
http://www.computerweekly.com/blogs/public-sector/2009/10/the-naos-most-serious-criticis.html�
http://www.publications.parliament.uk/pa/cm200506/cmselect/cmfaff/522/522.pdf�

confined to IT. For example many people, especially those most vulnerable, find interactions
with government to be confusing and unintuitive.” IT systems can act to compound these
issues. Rather than being designed from a user perspective, they are often considered from a
system or hierarchical perspective with the users having little direct input into the design
process.

Obsolete requirements

In addition to these basic symptoms of failure, government risks falling further and further
behind in unlocking the potential offered by new technologies. Because the rapid pace of
change in technology is constantly creating new ways of doing things, government needs to
be much more responsive and quick to adapt. Whereas in previous decades, most IT
requirements might remain valid for years, the pace of progress has accelerated to the
extent that the half-life*® for a set of requirements may only be a matter of months.*

Government'’s failure to keep up with this rate of change carries significant risks. The 2009
Gray report on Ministry of Defence procurement notes “we confront new threats which will
not wait for our current development timescales to evolve answers, such as the emerging threat
of cyber-attack. Those who would attack us in new or unconventional ways are unlikely to wait
for our sclerotic acquisition systems to catch up in order to adequately address their threats.”*
The recent PAC report on HM Revenue & Customs (HMRC) in Box 1 illustrates what can
happen when changes are identified early on and there is no capacity to adapt to this change.

%" For example, Dealing with the Tax Obligations of Older People, HC 141, Session 2009-2010, outlines how
older people struggle to understand their tax obligations.

*8 By half-life we mean the time required for half of a set of specifications to become redundant.

%% Recent research has suggested that while the requirements of a project in the 1980s typically had a half-
life of a decade or so, by 2000 this had fallen to two to three years. It is estimated that today;
specifications have a half-life of about six months (cited in Susan Atkinson and Gabrielle Benefield, ‘The
Curse of the Change Control Mechanism’, The Society for Computers & Law, February 2011).

*0 Bernard Gray, Review of Acquisition for the Secretary of State for Defence: An Independent Report,
October 2009
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Box 1: The development of the National Insurance and PAYE Service system

The National Insurance and PAYE Service (NPS) consolidates all of an individual’s pay and
tax details into a single record to reduce over and underpayments of tax. The
implementation of the NPS was deferred twice and then encountered delivery problems
with software and data quality. HMRC does not know the full costs of the implementation
of the NPS or the exact amounts of tax involved. However, estimates suggest £1.4bn of tax
was underpaid and there is £3bn of overpaid tax to be refunded.

The department attributes most of the problems to the quality of the data, the complexity
of delivering the system with significantly higher levels of automation and insufficient
involvement of end users at each stage of its development. In many ways, the system
appears built to fail when specifications are drawn up in advance, solutions are procured,
and then delivery is managed against a predetermined timetable.

As the Permanent Secretary points out: “The vast majority of the system works. It does what it
was asked to do... but also, you specify you want something back here in 2003, you have nearly
400 changes in that time and then you have delivery in 2009. So, sometimes you get what you
ask for, but it is not necessarily exactly as you need it. There are very few programmes that |
have known that cover a length of period and a scale like this where you get exactly what you
set out to get first time.”

Source: House of Commons Committee of Public Accounts, HM Revenue and Customs’ 2009-10 Accounts. Eighteenth Report of
Session 2010, 12 October 2010

Many analyses, but the problems persist

There is widespread awareness that government IT (like the IT in many private sector
businesses) could be much better but somehow all the old problems seem stubbornly
resistant to change. There is no shortage of official and unofficial reports demonstrating
where individual projects have gone wrong. Similar analyses and explanations for the failures
continue to be published.

The list of commonly attributed root causes is extensive, summarised as follows by the
1,41

OGC/NAO publication ‘Common Causes of Project Failure”:

41 Office of Government Commerce, Common Causes of Project Failure, OGC Best Practice, 2005
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“1. Lack of clear links between the project and the organisation's key
strategic priorities, including agreed measures of success.

2. Lack of clear senior management and Ministerial ownership and
leadership.

3. Lack of effective engagement with stakeholders.

4.  Lack of skills and proven approach to project management and risk
management.

5. Too little attention to breaking development and implementation into
manageable steps.

6. Evaluation of proposals driven by initial price rather than long-term
value for money (especially securing delivery of business benefits).

7. Lack of understanding of, and contact with the supply industry at
senior levels in the organisation.

8.  Lack of effective project team integration between clients, the supplier
team and the supply chain.”

These causes are valid, but the repetition of the same criticisms time after time tells its own
story. The official responses to these issues focus on implementing existing ‘best practice’
processes more effectively rather than considering whether the proposed solutions may
need to change.

Existing ‘best practice’ solutions do not deal with the fundamental issues at the heart of
government IT. By implementing the same flawed project techniques in an increasingly rigid
fashion, these traditional solutions can act to exacerbate the problems further.

System level flaws

As noted in Installing New Drivers,* the pendulum has swung several times between tight
central controls for IT and greater departmental autonomy.

In the 1970s the Central Computer Agency exercised strong central controls, with direct
ownership of approximately 80% of computers in government. However, problems with this
approach led to greater decentralisation in the 1980s with the Central Computer and
Telecommunications Agency losing its controls and departments establishing their authority
to select their own systems. From 1995 to 2004 there was a recentralisation with the

2 Michael Hallsworth, Gareth Nellis and Mike Brass, Installing New Drivers: How to Improve Government’s
Use of IT, Institute for Government, December 2009
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Central Information Technology Unit in Cabinet Office followed by the creation of the Office
of the e-Envoy reporting directly to the Prime Minister. However, this too was soon scaled
down and rebranded as the e-Government Unit. The current era in government IT has been
characterised by collegiality and the establishment of the consensually run CIO Council.

These shifts have generally been reactive, based on recognition that the system (whether
under tight or loose control) is not working well in some fundamental areas including
leveraging economies of scale, working with suppliers and encouraging interoperability. For
example, the Operational Efficiency Programme (OEP) points out that only about 7%, or
£12bn of all public sector procurement is carried out by the 45 professional buying
organisations, such as OGC Buying Solutions, and “[h/aving invested in these delivery
mechanisms, government must now maximise the value they deliver”.** It concludes that for
the nine categories of common spend,* 80 per cent of Government Departments and
Agencies’ expenditure that is not locked into existing contracts should be channelled
through collaborative strategies. Participation in this scheme should be mandatory.

In a recent report, the NAO warns that the value for money of 43 major government
projects worth around £200bn is at risk because of significant weaknesses in the
government’s commercial skills and expertise.* Currently, strong departmentalism is a
major factor in preventing a more joined-up and efficient approach to many elements of
government IT. Yet the answer is not simply to revert back to centralisation. The key is to
stop lurching reactively between extremes and simply continuing the power struggle
between departments and the centre (an issue which goes well beyond IT).*

Flaws in traditional project methods

It is easy to understand why traditional methodologies have been followed in the past. The
V-model or Waterfall approaches (Figure 1) appear to be the logical response to the core
challenges facing any project: the desire to come up with the best solution and deliver it in
the most effective way.

Under these traditional approaches, the best solutions are considered to be those that
capture all the requirements up-front and design a solution to incorporate as many of them
as possible. The greater the depth of the requirements, the more the solution will fit the
business need.

** HM Treasury, Operational Efficiency Programme Collaborative Procurement 2009, p. 4

** These commodities are bought by more than one organisation across the public sector. They include ICT,
energy, fleet, office solutions, travel, professional services, facilities management, food and construction.
4> National Audit Office, Commercial Skills for Complex Government Projects, 2009

%% See Simon Parker, Akash Paun, Jonathan McClory and Kate Blatchford, Shaping Up: A Whitehall for the
Future, Institute for Government, January 2010
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From these detailed requirements, the shape of the whole solution can then be developed.
By planning and designing in as much detail as possible at the outset, showing exactly how
everything fits together, the number of errors discovered in the later test phases are reduced.

In a perfectly predictable world these approaches would work very well. In the real world, in
which requirements, technologies and ministerial priorities are constantly evolving, they
quite literally build failure in to the system.

Figure 1: The V-model

The V-model and Waterfall methodologies were developed in the 1970s and 1980s respectively
to provide a more structured approach to project planning and system development.

Both follow a linear process, where one section must be completed before the next stage of the
process can begin.

Typical user involvement User

Require-
ments acceptance

Specificat-

ions System test

High level Integration
esign test

Detailed .
design Unit test

Build code

In the V-Model the first step is to gather all the requirements. These are then turned into a set
of technical specifications which guide the high level and detailed design stages. Only once the
design has been fully signed off does development work begin. Once a solution has been
developed, it goes through various stages of testing from checking individual bits of code
through to a full integration test with other systems. Only after all these stages of testing have
been completed are the users once again brought back into the process to test the solution.

Source: Ed Liversidge, ‘The Death of the V Model’ Harmonic Software Systems Ltd, December 2005
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Changing requirements

The traditional practice of planning everything up-front is highly effective as long as the plan
will not need to change mid-way through. In the vast majority of cases, the complex nature
of the problems that government is tasked with means that this criterion is impossible to
meet.

This is not a problem unique to government, but a simple reflection of the complex and
changing nature of the environment for many IT projects. Changes of leadership, new
priorities and initiatives, as well as new technological options, often lead to changes being
required mid-way through a project.

Government is frequently tasked with tackling ‘wicked issues’, such as reducing child poverty
or combating antisocial behaviour, where no one can be certain what the best solution is. For
these kinds of complex problems, the best way to determine what works can often be to
experiment, learn and improve as you go in an evolutionary approach. However, government
IT has rarely supported this iterative and exploratory style of developing solutions. When
uncertainty is high, ‘locking down’ solutions is exactly the wrong approach and virtually
guarantees that a sub-optimal solution will be developed.

‘Gold plating’

In an effort to avoid the cost of change control processes, business users are encouraged to
try and define all their requirements in as much detail as possible during the initial
specification stage. This inevitably results in unnecessary ‘gold-plating’ of requirements as
the initial specifications are seen as the only opportunity to request functionality.

Increasing outsourcing may also have reinforced this tendency: a preference for fixed price
work, with the full set of requirements agreed at the start and steep penalties for alterations,
creates contractual and financial barriers to making changes. This single window for
requirements leads business users to request any and all functionality that they think they
might want rather than focus on their core needs.

Suppliers rarely have an incentive to question the validity of requirements. Additional
complexity enables them to command bigger fees; the greater the specialisation of a system,
the more likely suppliers’ knowledge of the system will be called on to maintain or update
the system.

Massive projects

The resulting excess of requirements, combined with the desire to fully use all the potential
of technological solutions on offer, has led the public sector to design larger, more
complicated solutions than might be necessary.

While this is partly a desire to provide universal access and common standards for public
services, the UK government carries out a lot of projects that other, less centralised
administrations would devolve to a state or regional level. This results in solutions being



developed and deployed at a national scale. The size of the projects in turn limits the pool of
suppliers to those who government believes are capable of delivering in this way.

A less than intelligent customer

Users are typically only involved in the V-Model development process right at the start when
they specify requirements and at the end when they test the complete product. Business
analysts or consultants often have a role in translating the business requirements into a
technical specification for the IT department or supplier, adding another dividing layer
between ‘the business’ and IT. When the IT provision is outsourced, this divide is widened
further. As a result, many business users have little conception of how easy or difficult their
stated requirements might be to deliver or the process that development might have to go
through to make a change.

By outsourcing a large part of government IT, the public sector has also lost much of the
knowledge and skills required for it to act as an intelligent customer. It has become unable to
judge objectively whether it is getting a good deal from suppliers, especially as the siloed
nature of government make it difficult to obtain comparative figures for reference. Working
with suppliers who lack insider knowledge of the department also means that the
requirements have had to be specified in a greater level of detail to try and prevent
requirements being ‘lost in translation’.

The 2010 IT strategy for government points out that while “approximately 65% of central
government ICT is outsourced to the private sector... government has not always managed these
47

relationships effectively”.

Rigid implementation of methodology

In some respects, the public sector is a victim of its own success in adopting these traditional
methodologies. While Waterfall and the V-Model are also used extensively outside
government, the private sector is often more inclined to take shortcuts or apply the process
more flexibly if they can perceive an advantage from doing so.

The public sector tends to be much more rigorous in applying the prescribed process - a
situation which has been exacerbated by analyses of government IT failures, which call for
closer adherence to procedures.

Conclusion

Rather than trying to patch a broken system, we recommend a radically new approach to
government IT, a system that can both deliver the efficiencies of scale needed to meet the
current financial challenges while freeing up departmental and front-line public sector staff
to apply their expertise to the most pressing business problems.

* HM Government, 2010 Government ICT Strategy, January 2010, p. 15



3. The solution: platform and agile

“The reverse side also has a reverse side.” - Japanese proverb

Taken together, previous recommendations on government IT can paint a contradictory
picture. Government should drive efficiencies of scale, yet be more local. Government needs
much greater in-house IT expertise, but should take advantage of outsourcing. Government
should promote standardisation but encourage innovation. Government must manage risks
but also support experimentation.

Yet government IT need not be trapped in simple ‘either/or’ dichotomies. Government needs
to get the basics right and grasp new opportunities.

Platform and agile — what and why?

The terms ‘platform’ and ‘agile’ have both been used to describe a range of different
concepts so it is important to be clear about what we mean.

Platform

By ‘platform’ we mean a system-wide approach to standardising and simplifying shared
elements of government IT. The aim here is to get the basics right by bearing down on costs,
reducing duplication and providing some standards and rules to support interoperability.

The core activities of a platform approach should be:

e Commoditisation. As Sir Philip Green's report*® highlights, government can achieve
large cost savings through bulk buying of commodity goods. This could be applied
much more widely to parts of government IT like basic office hardware devices and
software as well as network bandwidth or server space.

e Coordination. In government there are many common IT functions and support
services which are replicated for each department and agency. It makes sense for
these elements to be coordinated and managed in a more efficient way, reducing
duplication across departments and focusing expertise on the solution.

e Common standards. For elements of IT to be interoperable, they need to follow
common standards. By making the standards open, anyone can participate with valid
ideas and innovations. Building on this, if common standards are enforced it is
possible to ensure that these innovations can be used by all without having to be
individually reworked for each organisation.

*8 Sir Philip Green, Efficiency Review by Sir Philip Green, 2010
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For those wary of another swing of the pendulum back towards centralisation, ‘platform’ can
sound a lot like ‘centralise’. However the proposed approach is not trapped in the simple
logic of centralise or decentralise. Having a common platform does not imply having
centralised delivery of every item within it, as the Centre does not currently have the skills
and capabilities to perform this role. Past experience also warns against the costs, delays and
risks of setting up new structures at the centre. Rather, we suggest that delivery would be
shared across the system, with lead departments identified based on capacity and capability.
This is discussed further in Chapter 4.

Agile
Agile means adopting an approach to IT that emphasises flexibility, responsiveness to change

and innovation. This is achieved through modular and iterative development based on user
involvement and feedback.

Within the IT profession, agile refers to a specific software development methodology
(discussed in further detail in Chapter 5). However, the principles of an agile approach can be
applied much more widely to projects.

Compared with traditional tools and methods, agile offers a fundamentally different
approach to tackling business problems, as summarised in Figure 2. Where the traditional
approach favours complete solutions developed in a linear fashion, agile encourages a
modular approach using short iterations to learn and adapt. Instead of trying to lock down
requirements and minimise changes up-front, agile encourages continuous experimentation,
improvement and reprioritisation. The approach to user involvement also differs
fundamentally. The traditional approach favours heavy user engagement up-front to
determine and lock down detailed specifications and at the end to test the final product. In
contrast, agile embeds users in the process for the duration of the project, making them an
integral part of the development team rather than a constituency to be consulted.

This will present a challenge to departments, which are likely to have a scarcity of
experienced people from the user community. Yet, as our research in the private sector and
elsewhere has found, this is an essential ingredient of success for agile. And the prize is great
— flexibility, cost saving and a more streamlined approach to developing fit for purpose IT.



Figure 2: Comparing an agile approach with traditional IT project management
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The balance between platform and agile

Rather than being in tension, we believe that the concepts of platform and agile are mutually
reinforcing. Getting the basics right across government allows departments to avoid
reinventing the wheel and instead focus their attention on using IT to help solve the business
challenges they face.

Nevertheless, we recognise that some trade-offs are inevitable. If items are commoditised, it
might not be possible to alter them in a way to support the latest innovation. While agreed
standards support interoperability, they also constrain freedoms to innovate in different
directions. If services are managed and coordinated across different departments, this may
make them more remote from frontline users’ expertise and experiences.

In simple terms, deciding whether a particular aspect of IT (e.g., the procurement of server
capacity) should be part of the platform or left up to departments requires a judgement
about where the greatest value lies. Consolidating servers across government will certainly
increase utilisation and reduce cost but may limit departmental flexibility.

This report does not seek to set out a comprehensive blueprint detailing every aspect of
what will be in the platform. These decisions should be made on a case-by-case basis by the
Government CIO in conjunction with departmental ClOs. There are, however, two main
factors that are often strong predictors of where the greatest value lies: predictability and
specialisation:

e Predictability. Where requirements are tightly defined and unlikely to change, a
platform approach is more suitable. In contrast, complex problems with rapidly
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changing requirements or technologies are much more likely to deliver better
outcomes more rapidly by adopting an agile approach.

e Specialisation. Products or services that can be used ubiquitously across
government are likely to benefit from a platform approach. The results of our CIO
survey indicate that there is a desire for more control and coordination than at
present in this regard with ubiquitous items; 72% of departmental CIOs wanted
greater control and mandation for ubiquitous elements of IT.* Figure 3 sets out the
levels of specialisation for government IT.

Figure 3: Degrees of specialisation

Specialist. Where products or services must be specific to one organisation and
cannot be easily commoditised or managed as part of a shared service. This could
include areas such as car tax discs and vehicle licensing, or developing a user
interface design for a particular audience.

Sector or industry. Where products or services are used by a cluster of related
organisations with minimal customisation. The cluster adopts common standards
for some key areas. For example, in the education sector there are various
commercially available school administration systems, while for heath, numerous
sector-specific systems have been developed both commercially and under state-led
initiatives across the world.

Ubiquitous. In many areas, products or services can be used ubiquitously across
organisations with minimal surface level customisation. The same open standards
are used by all wherever practicable to maximise interoperability. This might include
services such as low tier storage, commodity items like standard desktops or
laptops, or common systems and applications like word processing software or
payroll and timesheets programmes.

How the platform and agile can support each other

A critical principle in effective IT is that today’s innovation becomes tomorrow’s commodity.
In the commercial sector, promising innovations such as early word processor packages have
been swept aside by mass market commodity products like Microsoft Word. It is this
ruthlessness of survival, to become platform or to become obsolete, which allows agile and

* For more details see Annex D, ‘Survey of public sector CIOs’.



platform to support each other. Where an innovation has failed to achieve widespread
adoption, yet remains a key component in the existing infrastructure, it absorbs valuable
resources and acts as a barrier to change. The platform helps resolve this tension by getting
basic IT items adopted across the system and freeing up time and resources for specialists to
focus on new opportunities.

To act fully in the interests of government, an agile approach requires a light touch form of
coordination at a system level. The development of an IT strategy by the Government CIO
should act as a guiding beacon to ensure that agile project opportunities are explored in line
with the broad direction and objectives of government as a whole.

To minimise duplication of effort in solving the same problems, there needs to be system-
wide transparency of agile initiatives. It should be easy for groups tackling similar problems
to identify each other and merge where appropriate. Where possible, the outcomes of agile
experiments should be open for all to see and learn from, and there must be a clear
mechanism for escalating the best and most widely applicable ideas so they either become
part of the platform, or form a more specialised centre of excellence for their sector. The
central Skunkworks unit could act as a catalyst for change by highlighting best practice and
scaling successful innovations. This is discussed in more detail in chapter 5.

Existing elements of the platform also need periodic challenge. As technologies and polices
move on, parts of the platform may need to be adjusted and updated. Consequently, user
feedback on existing parts of the platform should be supported by lead departments and the
Government CIO. Experts should also be encouraged to test out new approaches to platform
items (such as virtualisation or migrating applications and data to a private or government
cloud set up) on a very small scale with non-critical items. Transparency, publishing feedback
and the results of experiments openly, will help to keep the pressure on the platform for
continual improvement as well as short-term cost savings.

Like any new conceptual approach, the principles need to be translated into practice.
Chapters 4 and 5 demonstrate in more detail how platform and agile can improve
government IT and show how they can be practically applied.

The role of the centre and departments

Clarity of roles and responsibilities will be vital if the approach described above is to be
adopted successfully by government. Specific roles are described in more detail in chapters 4
and 5 and set out in Figure 4. In summary:

e The Government ClO is responsible for the overall IT strategy for government. This
includes striking the right balance between platform and agile approaches and
determining which departments should lead particular elements of the strategy. This
role is further described in Chapter 4.

e The CIO Council includes each of the departmental CIOs and should co-own the
government IT strategy with the Government CIO.



e Each department should include agile champions who are responsible for promoting
the adoption of more agile approaches. These could be supported by agile centres of
excellence which work across departments to support agile projects by providing
mentoring, training, resources and tools. This is described further in Chapter 5.

e Lead departments take responsibility for driving particular aspects of the platform
in which they have expertise.

Figure 4: Key roles in government IT
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Conclusion

Government needs to adopt a dual approach to IT that incorporates platform and agile.
Platform is a system-wide approach to standardising and simplifying shared elements of
government IT. Agile emphasises flexibility, responsiveness to change and innovation. We
believe these two approaches can be mutually reinforcing. Making this happen will require
clear roles and responsibilities between the different actors within government as well as
robust governance mechanisms.

In the next two chapters we explore, in detail, what implementing a platform and agile
approach means in practice.

The solution: platform and agile 35



4. Building the platform

“Different public services seem to exist in parallel worlds... they tend to operate
in silos.”*" - David Cameron

The issues arising from departmental silos are well documented, and government IT reflects
many of these problems. If departments are able to work more closely together, government
IT should cost less and deliver more. This cross-Whitehall collaboration will not happen by
itself. A platform for government IT is required that clearly describes where the value of
coordination is highest and how it will be managed in practice.

This is not an argument for blind centralisation. Instead we are calling for a rethink of the
roles and responsibilities of all the actors in the system and how they relate. The role of the
Government CIO in particular will be crucial.

This chapter starts by describing how the platform elements of commoditisation,
coordination and common standards can improve government IT. It then explores the roles
and supporting governance structures that will need to be set up to maintain the platform.

Commoditisation

Commoditisation means avoiding bespoke solutions unless they are clearly required. This
can cover hardware such as laptops, software such as email systems, and services such as
network bandwidth or managed server capacity.

The benefits of commoditisation

The most obvious advantage of commoditisation is the potential for cost savings through
bulk buying. According to the NAO, there is currently significant variation in the amount paid
for common items. For example, the minimum and maximum price paid for liquid crystal
display (LCD) monitors in central government departments varies by 169%."’

Moreover, the NAO points out that public bodies are incurring unnecessary administration
costs by duplicating procurement activity. It estimates that around one in five of all notices
advertised in the OJEU in 2008 (equating to more than 2,500 public sector tendering

>% David Cameron, The Conservative Approach to Improving Public Services, January 2007
*T National Audit Office, A Review of Collaborative Procurement Across the Public Sector, May 2010
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exercises) were unnecessary and could have been covered by existing framework
agreements®.

However, cost savings are not the only advantage that commoditisation provides. An estate
largely comprising commodity items is much easier to manage than one made up from a
wide portfolio of bespoke systems. Commoditisation also makes it easier to govern the
connections and interfaces between different parts of IT as there are fewer permutations to
consider. Commoditisation can also increase the impact of innovation. If a new use for a
commodity item is discovered or if a new plug-in module of functionality is developed, it can
be immediately rolled out across the whole of government rather than having to be adapted
for each bespoke system or variation.

Commoditisation: getting started

As a priority, government should specify the relevant items of IT that should be purchased as
commodity items across government. This should include:

« well-established parts of IT infrastructure (such as non-specialist PCs, network
bandwidth, low tier storage and standard servers)

« basic versions of software (such as common desktop applications, and human
resources and finance packages)®’

« components or modules of functionality (such as business logic layers, workflows
tools and ID assurance)

An audit of current purchasing contracts should be conducted as soon as possible, building
on Sir Philip Green’s report and the NAO and Audit Commission’s joint review of
collaborative procurement across the public sector.”* From this, the Efficiency and Reform
Group (ERG) should conduct an examination of differentials in cost with a view to finding
the best commercial deals available.

Purchasing options will also need to be established. Even when dealing with basic
commodities, there will still need to be a small number of variations to accommodate simple
differences in requirements (for example, non-specialist PCs with more or less memory and
processing speed, or printers of different size, speed and finish quality).

>? Framework agreements cover the procurement of a particular type of good or service from pre-approved
supplier(s) over a fixed period of time. The agreement usually sets some of the terms and conditions under
which the supplier will enter into contracts with customers.

>? In our CIO Council survey we asked respondents to list the three items where there should be greater
coordination or mandation across government. Seven out of 18 respondents identified commodity items.
None recommended a more decentralised approach to this.

> NAO and Audit Commission, A Review of Collaborative Procurement Across the Public Sector, May 2010
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As set out in the Operational Efficiency Programme final report, collaborative procurement
should take place through strengthened professional buying organisations (PBOs) and other
collaborative arrangements that extend across the public sector.> Along with a single
gateway for purchasing commodity items, it is important to have a single procurement team
to negotiate on behalf of government as a whole. As Philip Green's report indicates, drawing
together the best skills and experience is critical. Deals should aim to beat even the best
prices already in place as a result of the combined economy of scale.

The review of commodities options should also strongly consider where it might be possible
to use open source alternatives. This is in line with the Government’s current approach®® and
similar moves towards open source are being adopted by other governments.>” Many open
source offerings do not charge licence fees. For example Microsoft Office’s most basic
business package retails for over £200 per licence*® yet where government users do not
require all of the more advanced functionality provided by this package, open source
communities like OpenOffice* could provide more basic word processing, spreadsheet, and
presentation solutions with no license costs™.

It should be noted that open source does not always mean ‘free’ and some open source
products have commercially run accreditation and support arrangements® which are
designed to meet many traditional concerns relating to security and maintenance support.
However, open source is also fundamentally more compatible with an agile approach as
innovative changes and additions to the source code can be made directly without having to
go through a proprietary solution’s owner or incur costly change requests.

Coordination

Coordination refers to the benefits that can be gained from working together across
government. This goes beyond commaoditisation to include the provision of shared services

>> HM Treasury, Operational Efficiency Programme Final Report, April 2009

>® Deputy Government CIO Bill McCluggage noted “The government is now looking to work on an open
source implementation group. We will be looking at how open source could feature in our new ICT
strategy” See Kathleen Hall ‘Government tells major IT suppliers - we want more open source software’,
Computer Weekly, February 2011

>" For example, the Australian government recently released new policy guidance which aims to strengthen
the consideration of open source software See Australian Government Department of Finance and
Deregulation Australian Government Information Management Office Circular December 2010.

>% Microsoft Office Home and Business 2010 retails for £239.99 (on 10 February 2011) on the Microsoft UK
website. On the same date the Microsoft Professional package was on sale for £429. Microsoft has advised
us that Government receives a ‘considerable discount’ on the retail price but did not provide precise
figures.

>% Support costs as part of total cost of ownership would still have to be considered.

% For example Red Hat commercially supports and helps develop Linux open source products.
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and encouraging departments to work more closely together in the development and
management of solutions.

The benefits of coordination

The current, decentralised approach to government IT has meant that departments and
agencies are developing IT solutions in isolation. However, there are many commonly shared
elements of IT which can be solved and managed once across government. Stripping out
duplication has the potential to deliver enormous benefits for government. It can reduce
costs by leveraging economies of scale, focus expertise and investment, increase
accountability for more effective delivery, and reduce issues with interoperability.

A recent review by the Danish government found that providing a shared service centre for
finance, salary and travel and a separate centre for IT services would free up resources and
reduce costs, while maintaining or improving service levels and increasing
professionalisation. This would result in annual savings of approximately €78 million, with IT
accounting for more than half of the savings.®'

Coordination: getting started

Government should specify the relevant items of IT that should be managed once, or a small
number of times, across government. This should include:

« common support functions (such as first line helpdesks for basic systems or the
provision of training for shared systems)

« ITinfrastructure (such as data centres)
« coordination of common business processes

« shared sector-level software (applications used by specialists but not unique to a
specific organisation)®

A review of existing provision of these items should be conducted across government. Again,
as part of ERG's role in controlling IT spend, differentials in cost and performance should be
clearly benchmarked. The Government ClO and CIO Council should then set a clear strategy
for the shared management of services across government based on the capability and
capacity in the system.

1 Andreas Wester Hansen, Shared Service Centres in the Danish Central Government, Ministry of Finance,
Denmark

%2 In our CIO Council survey we asked respondents to list the three items where there should be greater
coordination or mandation across government. Seven out of 18 respondents identified data centres, five
infrastructure and four shared services. None recommended a more decentralised approach to any of
these areas. See Annex D for further details.
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For example, the DWP already has a shared services offering, providing accounting, debt
management, payment resolution, purchase to pay and employee services to the Cabinet
Office, the Department for Education and the Child Maintenance Enforcement Commission.
A potential next step would be to see whether these offerings could be extended across the
rest of government. Similarly, because of its relative size and data storage and processing
requirements, DWP appears to be in a strong position to develop and run data centres on
behalf of departments more widely.

Common standards

Common standards simply mean that everyone works to the same set of rules or principles.
They can include security or quality standards and technical standards on how systems
should be developed or particular aspects of their specification.

The benefits of common standards

The interoperability benefits that common standards can bring are clear. When people in the
same department use divergent standards it is very difficult for different systems to share
information and increases the risk of errors where attempts are made to convert information
based on one standard to another. So if, for instance, common standards were developed on
how government handles ID assurance, all departments would be able to trust that
assurance procedures carried out by one department would meet certain minimum criteria
without them having to rerun their own assurance procedures.

The Joint Information Systems Committee (JISC)®* recently undertook a study to evaluate
the benefits of adopting a common data model for sharing information about researchers,
projects, outputs and funding decisions across the UK higher education sector. At present,
this information is fragmented and often stored in incompatible formats, increasing the cost
of submitting and monitoring grant applications. The study concludes that if higher
education institutions could adopt a single standard interface based on a common data
standard known as the Common European Research Information Format, it would obtain
savings of between 25% and 30%.*

In another example, a recent study of four major UK supermarkets and four of the largest
product suppliers analysed product data and data practices in the participating companies.
The study showed that if product data was better synchronised throughout the supply

83 JISC is an organisation that assists UK colleges and universities in the innovative use of digital
technologies, helping to maintain the UK’s position as a global leader in education.

%4 Stuart Bolton, The Business Case for the Adoption of a UK Standard for Research Information Interchange,
Stuart Bolton Solutions, July 2010
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chains, it would significantly reduce the cost of workarounds and shrinkage, saving the
grocery industry at least £1bn over five years.®

Common standards: getting started

Most business units, departments or organisations would welcome common standards — but
only if their standards were going to be used.®® While there are existing industry standards
that can be adopted for many areas of IT, consideration should also be given to whether
other standards have been more widely used in government and how easy it is for different
departments to change their standards.

Government should make sure that the standards it adopts are open standards wherever
practicable. Open standards are those that are freely available to the public and should not
prescribe proprietary tools or supporting systems. In some cases, it may be appropriate to
adopt the standards published by major internationally recognised standards.®”” However, as
these bodies charge royalties, they cannot be considered fully open standards. Where
possible, industry-level open standards (like those produced by the World Wide Web
Consortium®) should be adopted.

As a first step, government should review what standards are currently being used across the
public sector. This information should be made available as widely as possible to inform
future development. Where possible and practical, for instance where there is already high
usage of a suitable standard, this should become the default standard for government, and
be enforced. The government’s plan to ‘crowd source’ recommendations for standards®
should also be used to inform the decisions on what standards to adopt.

Where suitable open standards exist, government should promote their use’, compelling
organisations to justify their actions if a proprietary or bespoke standard is adopted. As with

% GS1 UK, Data Crunch Report: The Impact of Bad Data on Profits and Consumer Service in the UK Grocery
Industry, October 2009

% In our CIO Council survey we asked respondents to list the three items where there should be greater
coordination or mandation across government. Seven out of 18 respondents identified common standards.
None recommended a more decentralised approach to this.

%" e.g., it may be appropriate to adopt the standards published by major internationally recognised
standards bodies such as the Internet Engineering Task Force, the International Organization for
Standardization, International Electrotechnical Commission, and the Telecommunication Standardization
Sector ITU-T. The Telecommunication Standardization Sector (ITU-T) coordinates standards for
telecommunications on behalf of the International Telecommunication Union (ITU).

% See www.w3.org/standards/

%9 See the Cabinet Office Business plan, item 1.2.iii, for further details.

" The government has recently taken steps towards this, issuing a policy note stating: “When purchasing
software, ICT infrastructure, ICT security and other ICT goods and services, Cabinet Office recommends
that Government departments should wherever possible deploy open standards in their procurement
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the enforcement of commaoditisation or shared services, moving towards a system of agreed
and open standards will require clear roles and expert governance.

Roles and governance of the platform

Setting up, implementing and maintaining the platform will require new roles,
responsibilities and governance processes. Of particular importance is the role of the
Government ClO, who must provide overall leadership to the wider government IT
community. However, most resources will remain in departments, with lead departments
taking ownership for particular aspects of the platform.

The role of the Government CIO

The Government CIO is responsible for the overall IT strategy for government. Core parts of
this strategy should be setting the balance between platform and agile and setting out the
vision for the platform, detailing aspirations for the short, medium and long term.

For example, the Government CIO might determine that data storage should be part of the
platform. The long term aspiration might be to have a single government tiered storage
offering, run by a single lead department and hosted in the optimal sites for resilience,
security and access. However, the short and medium strategy might involve interim steps of
consolidating existing storage provision into clusters or moving certain non-sensitive low-
tier storage onto public cloud services.

The Government CIO will also be responsible for translating this strategic vision of the
platform into concrete policies, for example, determining who will be the lead department
for each element of the platform and ensuring that all the procurement decisions,
management decisions and detailed standards developed by the lead departments form a
cohesive architecture and are in line with the overall IT strategy.

The Government CIO must also be able to judge performance and value for money in the
platform in a detailed and accurate way. The Government CIO should be supported in these
activities by input from the CIO Council and the ERG in Cabinet Office. The CIO Council and
ERG should provide advice on the capabilities of departments, information on current spend
and potential for savings, benchmarking of performance and updates on any large projects
undertaken as part of the platform. Figure 5 outlines the role more fully.

specifications.” Cabinet Office ‘Procurement Policy Note — Use of Open Standards when specifying ICT
requirement’. January 2011
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Figure 5: Role of the Government CIO

The effectiveness of the government CIO is critical to the success of the platform
and agile approach. The person in this position should:

act as head of the IT profession in government including chairing the CIO
Council and sitting on the panel for senior IT appointments; he or she should
also support the development and roll-out of agile training

develop the government’s overall IT strategy, setting out the overall
direction for government IT along with a high level system architecture for
developing the platform

govern the balance between platform and agile by identifying those
elements that are included in the platform and the process for deciding how
the platform will evolve over time; this person would also be responsible for
ensuring that elements of the platform and agile innovations were aligned to
the overall IT strategy

hold the departmental CIOs accountable for following the overall IT
strategy, including the extent to which elements of the platform such as
commodity procurement and standards are adhered to

ensure the quality of IT services, including identifying lead departments to
take ownership of particular elements of the IT strategy where appropriate
and continual benchmarking of performance

represent the UK government on IT matters for example in high level
liaison with industry or other governments around the world

stay abreast of the latest technologies and opportunities to help provide
challenge and suggest improvements to departmental IT strategies, and have
a good awareness of the agile innovations developed within government

Lead departments

We are not proposing that the centre grows to take on the various elements that might
benefit from being included in the platform. Departments should instead be tasked with
taking the lead on particular elements of the platform based on existing expertise or ease of

set up.



The platform elements under each lead department should be run in the interest of
government as a whole rather than based on siloed priorities. Once the platform elements
are clearly established and run as a service, it may be worth revisiting whether they should
be run at arm’s length from the department to avoid any potential conflict of interests.

It is not enough simply to name a lead department for an area of the platform and assume
that it will always be the best place for that delivery element to sit. Progress should be
actively monitored, feedback sought and required improvements acted on. This requires cost
and performance details to be available in an accessible and transparent format.

Compliance and escalation processes

There is no escaping the fact that departments will sometimes need to put their individual
requirements to one side for the benefit of government as a whole. This makes highly
effective governance structures a necessity. Enforcing common rules across the platform for
lead departments (as service deliverers) and compliance by other departments (as service
users) will require effective leadership, accountability and escalation processes to resolve
disputes.

As noted in Installing New Drivers,” the key problem is with authority at the centre.
Currently, the Government CIO heads the CIO Council, which facilitates change but cannot
mandate it, and is supported by a small Office of the Government CIO with no formal
powers and strictly limited resources. Thus the Government CIO is able to set out
government strategy and take the lead on specific initiatives but is left to ‘sell’ the benefits
of joint initiatives. Other countries have grappled with these concerns and in some cases
have adopted a stronger central approach. The Australian Government’s model is described
in Box 2.

Consensus based on active support is in many ways the ideal for the platform. However,
there is a need for greater ‘hard power’ when departments (either as lead departments
delivering services or as a department using services) decide not to comply with the rules.
Cabinet Office has recently established a moratorium on spend and considered inserting
requirements in departmental ‘statements of internal control’. While useful, these are
relatively blunt instruments, which can block some spending but cannot ensure that
departments act in a value-driven way.

A more effective approach would be to combine this with a strong ‘comply or explain’ model
for departments, with reputational damage incurred for non-compliance. The Government
ClO should set out acceptable reasons for non-compliance and act as the first level of
arbitration. If the situation is still not resolved, either the Government CIO or the minister of
the affected department should be able to escalate the issue to the Public Expenditure

" Michael Hallsworth, Gareth Nellis and Mike Brass, Installing New Drivers: How to Improve Government’s
Use of IT, Institute for Government, December 2009
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Committee (PS(X)) for a final decision. The seniority of this escalation route should help
ensure that departments only consider deviating from the platform approach when there is
an exceptional case to be made. This model would apply to central government departments
and their arms-length bodies while local public sector organisations would be given the
opportunity to ‘opt in’.

To strengthen this process further, we recommend that all departmental spending on IT is
published in an accessible format to the general public, meeting and where possible
exceeding the commitments made in the Transparency Agenda. Where the escalation
process is used, the details of the case from the department and the judgement of the PS(X)
should also be made available for public scrutiny and comment.

Box 2: Australian ‘opt-out’ model

The Australian Government introduced a compliance process to ensure government
agencies would conduct IT with a whole-of-government view. In its ‘opt-out’ model, an
agency can only apply to opt out of the whole-of-government approach if it follows a strict
set of criteria such as where compliance would undermine national security or where
implementation is not legally possible. Only cases meeting these criteria would be
considered for an opt-out. The agencies would then have to provide a clear business case
supported by financial analysis of the impact of opting in and out.

The cases would have to go via a senior civil servant board and get final approval from an
established group of senior ministers. A recent independent review of this process found:
“This process appears to have been effective in ensuring that agencies adopt a more
disciplined approach to complying with whole-of-Government ICT policies.”

Sources: Department of Finance and Deregulation, Australia Process For Administration Of Opt-Outs From Whole-Of-Government ICT
Arrangements. Independent Review of Implementation of the ICT Reform Program June 2010

Conclusion

This chapter has set out a vision of the platform for government IT based on
commoditisation, collaboration and common standards. We believe the benefits of such an
approach are significant but recognise that moving towards that vision will require
pragmatism in the near term.

Achieving quick wins where the return on investment is high and the changes are relatively
easy to implement should be the top priority. However, in more complex or costly areas a
phased approach might be more suitable. For example, rather than immediately switching all
government organisations over to the new commodity desktops or printers, commodity
items can be introduced on more of a natural wastage basis in line with planned refresh
cycles or new procurements.
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Where it would be prohibitively expensive to adapt existing legacy systems to meet common
standards, it may be more sensible to publish the discrepancies between the legacy
standards and the platform standards transparently. This could mean highlighting any tested
workarounds, and waiting until the legacy system is replaced or overhauled before adopting
the platform standards. Shared service offerings can be built up over time as existing service
contracts expire or where break clauses exist.



5. Agile projects
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“The best laid schemes o’ mice an’ men / Gang aft agley.””? - Robert Burns

We recommend that government adopts a much more agile approach to IT for one simple
reason: it works.

The review of case studies for this report has found that adopting an agile approach can
deliver tremendous advantages over traditionally run IT projects in cost, speed and end
results. Owing to their iterative and adaptive nature and focus on user involvement, agile
projects characteristically deliver solutions with high user acceptance and are right up to
date with the current needs of the business. As a senior manager at a FTSE 100 company
told us, “[T]he benefits of this change [adopting agile] can improve delivery performance, in
terms of cost, quality and speed, by a factor of 20.”

Although the private sector is leading the way, we have drawn on a growing body of
evidence demonstrating that agile can deliver significant benefits for projects of all sizes and
levels of complexity when applied in a government setting. Experiences at DWP, the
Ordnance Survey, and our own project with the Home Office and Metropolitan Police all
show that agile can deliver impressive results.

What is more, agile need not be restricted to the margins of IT development, such as minor
application development or the odd website. The principles of the agile approach can be
applied to almost any IT project and could also be considered for non IT-related applications.
As several leaders from FTSE 100 companies told us, the principles can be applied to virtually
any business problem.

Agile principles
Agile may have originated as a software development tool, but many of its principles can be

used much more widely. Projects should be modular,” iterative, responsive to change and
have users at the core.

"2 From the poem, ‘To a Mouse’, written by Burns in 1785

" Modularity is a good practice design principle rather than a specific principle associated exclusively with
Agile Software Development. In practice, an agile approach is likely to be modular by default. As agile
practitioner and author Kirk Knoernschild put it: “Modularity is a key ingredient of agile architecture.
Modularity ensures that development teams understand architectural dependencies that are going to inhibit
or accommodate change. Simply embracing an attitude of change is not enough. We must also be able to
accommodate change efficiently. Modularity allows the development team to envision and manage change



The origins of the agile principles described here are based on those guiding the Agile
Software Development methodology first developed in the 1990s.

This broad development approach has subsequently evolved into several specific
methodologies such as Scrum, DSDM Atern and Extreme Programming. The overarching
ideas behind them all are expressed within the 2001 ‘Agile Manifesto’,”* which stresses the
delivery of results, customer collaboration, good communications and responsiveness to

change as its core priorities.

While this was written specifically with software development in mind, we believe that the
core principles can also apply more broadly to IT-enabled business change projects. The
basics of an agile approach are set out in Figure 6.

Figure 6: The agile approach

Initial Iteration
requirements release

Evaluate /
update

User involvement throughout

Modular

Modularity involves splitting up complex problems and projects into smaller components
and portions of functionality, which can then be prioritised. Each module should be capable
of working in a standalone fashion and in concert with other modules. This can speed up the
time to delivery, enabling users to access the functionality of modules developed early
without necessarily having to wait until all of the original specification has been built. It can

more easily, meaning they’ll be able to make the change they want to make when they want to make it.” See
Kirk Knoernschild ‘Agile Architecture Requires Modularity’, June 2009
™ The Agile Manifesto can be found at www.agilemanifesto.org
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also make upgrades and changes easier as systems can be altered module by module or new
modules can be added to the original design.

The US Department of Defense explains the approach as follows: “A fundamental step is to
partition the design into a hierarchy of individual modules (both hardware and software) with
well defined interfaces based on open standards, such that the inputs and outputs of a module
are effectively isolated from the specific design utilized inside that module. Thus, so long as
interface requirements are satisfied, changes can be made within a module without impacting
higher level system functionality and reuse of modules is enabled.””

Iterative

An iterative and incremental approach acknowledges that the best solution and means of
delivering it are not always known at the start. By trialling in short iterations, receiving
feedback and learning from mistakes a much more successful system can evolve than if
everything is planned from the outset.

The Cabinet Office cites the Microsoft Office package pointing out that “Microsoft did not
attempt to build all the functionality of Word 97 into the first release of Word; they created a

simple version with a usable set of facilities, which was then built on to create later versions”.”®

Agile projects take this incremental release process a stage further. Rather than annual
releases after a system has gone live, iterations start right at the development stage and
occur much more frequently. Users are shown prototypes and invited to use beta versions of
the system as early as possible. This helps to identify problems and refine the design at the
earliest possible point.

Each iteration can have a duration as short as two weeks. This gives users a clear sense of the
progress made and can allow the business to rapidly make corrections or call a halt if the
development is not proceeding as they hoped.

7> Defense Science Board, Report of the Defense Science Board Task Force on Department of Defense Policies
and Procedures for the Acquisition of Information Technology, Department of Defense, March 2009, p. 53
78 Cabinet Office, Successful IT: Modernising Government in Action, 2002, p. 32
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Responsive to change

Shorter iterations and regular reviews also provide opportunities for changes to be made and
priorities adjusted within agile projects. Managers of many agile projects create a ‘long list’
containing aspects of the system’s functionality, which are then prioritised on the basis of
business needs and technical feasibility. The solution is then developed in list order, with
users and technical experts agreeing what is targeted for delivery within the current
iteration. Should the business needs change or new technological solutions become
apparent, the list order can be easily amended with all stakeholders being made fully aware
of the projected impacts of any changes.

Users at the core

Within an agile project, users or business champions are embedded within the project team.
This enables the business to provide continuous input and refinement, ensuring what is
delivered is fit for purpose and aligned to business priorities. The Office of Government
Commerce estimates the user commitment for a traditional project to be approximately
15%,”” whereas in an agile project users (or a business champion) should be a full time
member of the team.

How agile can improve government IT

By adopting an agile approach to IT projects, government can realise a wide range of
benefits.

More for less

With the current focus on reducing public sector costs, an agile approach can actually deliver
more for less. The prioritised approach to agile means that what is needed is delivered,
stripping out the cost of delivering non-essential items. It can also help overcome the inertia
arising from traditional practices of needing 100% agreement from all the stakeholders for
all requirements (see Box 3).

As the approach empowers project teams to make decisions, it can reduce the often time-
consuming decision-making associated with traditional processes. As there are embedded
users within the team communications between IT and the business are much quicker and
more effective. This can help to speed up the pace of progress.

The modular and iterative nature of the process can also allow users to start to realise the
benefits of the solution much earlier. By prioritising areas of the highest business value and
removing the need for every part of the solution to be delivered together, the delivery
timelines for key functionality can be brought forward.

" Office of Government Commerce, Application Development Modularity
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At DWP, the timeline to deliver the new universal credit system using a traditional approach
was expected to be 2015. By adopting a more agile approach, the programme managers now
hope to be able to deliver the essential functionality by 2013.7

Box 3: Prioritising requirements at a large government agency

A large government agency aimed to improve their online services.

Using a traditional approach, the agency staff tried several times over a four year period to
put their services online. Despite spending over £1m, they were unable to complete the first
stage gate of the investment approval process, which required full agreement from all
stakeholders.

By adopting an agile approach the staff were able to prioritise and adjust their requirements
during each iteration. Within a year they had developed and implemented a fully working
platform for only £650k.

Source: Institute for Government interviews. See Annex C Case Study 1 for further detail.
SME involvement

A modular approach will also help government achieve its goal of involving more small and
medium sized enterprises (SMEs) in IT projects.” By breaking programmes up into smaller
modules, government’s choice of supplier is no longer limited to a few larger suppliers.
Furthermore the iterative nature helps to reduce risks of using smaller or newer
entrepreneurs and suppliers as the government is not locked in to high-cost extended
contracts.

Greater flexibility and control

Those considering agile for the first time are often concerned that they will have less control
over the project. Instead, the reverse is often true. Rather than the illusion of control
provided by highly detailed specifications and stage gates, agile enables the business to
regularly review the success of the project against the tangible results delivered and
encourages corrections where required. An agile approach is also built specifically around the
concept that changes do occur. Rather than trying to prevent the inevitable, it provides a
means for changes to occur in a constructive fashion. This is illustrated by Box 4.

78 See Annex C case studies.

’® Government aims to award 25% of all contracts to SMEs. See Cabinet Office, Plans to Open up
Government to Small Businesses, 1 November 2010
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Box 4: Home Office and Metropolitan Police identity fraud prevention®

In partnership with the Home Office, Operation Amberhill at the Metropolitan Police and
IndigoBlue, the Institute for Government sponsored a project to explore how agile
principles could be implemented within a government setting.

Operation Amberhill was set up to record details of known false identities and to
disseminate this information to public and private sector organisations to prevent them
being used for further criminal activity. While Amberhill was able to use CIFAS to share
information with certain organisations, legal complications meant that key departments
were unable to make full use of this system. Developing a public sector version of CIFAS
was also ruled out as prohibitively expensive. The team at Operation Amberhill had to use
basic shared spreadsheets and manual validation processes to capture and share data. With
the number of cases rapidly approaching the data limits of their Excel version, an
alternative solution was urgently needed.

Prioritised and modular

Rather than try to solve all the problems in one go, it was agreed that the most immediate
priority was to create a database system that Amberhill could use to overcome the team'’s
data capacity concerns and improve their quality assurance processes. However, the system
was also built in a modular fashion so that more advanced functionality, including the
potential for other departments to interact directly with the system, could still be added in
the future. The initial modules of the system were successfully delivered and are now being
used by the Amberhill team.

Flexible and controlled

Operation Amberhill found that agile gave them suitable control. Despite the relatively
simple nature of the solution, 23 new requirements were added within the first two week
iteration alone. The users and departmental sponsors were able to make informed changes
to the prioritisation of functionality as the intended business needs shifted and some
elements became more or less urgently required. One user said: “In 25 years of service |
have never known a project to develop at such a startling rate. This is even more impressive
when you take into account that all decisions have been made in [a] calm and considered
manner with no less importance being given to every stage, in spite of the time restraints.”

Source: Institute for Government interviews. See Annex C Case Study 10 for further detail.

8 IndigoBlue Consulting Ltd is an independent consultancy specialising in large scale agile adoption and
CIFAS is a not for profit organisation whose members share information of confirmed cases of fraud with
the intention of preventing further fraudulent activity.
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Better end solutions

Users are embedded within the project team under an agile approach, and this dramatically
reduces the risks of requirements being misunderstood. Rather than technical experts, with
no clear understanding of the business situation trying to interpret items from a specification
document, the business users can clarify any queries directly. Similarly, if a requirement
appears to call for a more expensive or complicated option, the technical expert can check
directly with the business user whether this is strictly necessary or if an alternative option
would be suitable. This continual input from users places them at the centre of the design
process, helping to ensure that the end product will be as intuitive and usable as possible.
The ability to amend the priorities to the current business needs mean that agile solutions
are designed to be truly fit for purpose.

Failing small and failing fast

Running smaller projects in an iterative, incremental way presents an opportunity for
departments to control the flow of money to projects based on the value and benefit gained
from the development. The approach provides a mechanism to cancel or amend projects
where diminishing returns have been identified and mitigates the risk of large-scale failure. In
short, it provides a way to fail small and fail early.

Making agile work in government: challenges

Adopting any new system within a single government department, let alone across the
whole of government, is a major challenge. The existing governance and commercial
processes, not to mention the fundamental mindset shift required, pose specific and difficult
challenges. Yet this change is possible. None of the challenges outlined below are
insurmountable and the benefits agile can bring make it worth the effort.

Cultural challenges

The transition from a traditional method of project management to an agile approach can be
far from straightforward. Often the sequential, structured approach, characterised by slow
decision-making and a regular need for consensus, can become deeply embedded into
mindsets and organisational routines.

A recent international survey of close to 5,000 respondents indicated that the three most
significant barriers to the adoption of agile are the ability to change organisational culture,
general resistance to change, and the availability of personnel with necessary skills.*'

Governance issues

The legacy of a structured and hierarchical approach can result in reluctance among
employees to take on responsibility for decisions. A senior manager on the DWP Accelerated
Service Delivery project had to encourage his team to accept this level of empowerment,

8 version One, State of Agile 2010, 5th Annual Survey. Analysis.net Research
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reassuring them, “If you make a decision and fail - | will take responsibility, however, if you
make a decision and succeed - you claim the credit.”

Existing project approval process can also act as a barrier to the adoption of agile. These
processes often require full business cases in order to gain authorisation from funding
boards. These boards may look to the level of detail within the specification as an indicator
of whether the project proposal has been carefully thought through and are often reluctant
to accept the unfixed requirements or uncertain solutions of an agile approach.

Commercial complications

Commercial processes can also act to reinforce these barriers to agile. A preference for fixed
price contracts to deliver a particular solution reinforces the tendency for both sides to
demand a high level of detail up-front. This runs contrary to the preferred model of funding
for agile projects, where much smaller fees will be agreed on a time and materials basis and
contracts can be halted after any iteration. In an increasingly litigious environment, it can be
difficult to move from the false security of agreeing requirements contractually towards an
agile approach, which requires more of a partnership approach to problem solving.

Government is also constrained by EU procurement directives specifying that IT contracts
above £105k are required to be advertised in the Official Journal of the European Union
(OJEV) and subject to open tender. While OJEU is sometimes considered a barrier to agile
contracts being granted, this is not necessarily the case. By using agile, smaller and less
expensive projects are required. This could mean that fewer projects have to go through the
OJEU process overall. Several key issues surrounding the OJEU processes and agile are
explored in more detail in Annex B.

Making agile work in government: enablers

Based on the experiences of the case studies reviewed and interviews with agile specialists
we have identified several important factors to a successful transition to a more agile
approach.

Support from senior leadership

The initial support a new initiative receives can be critical to its eventual success. Within
hierarchical organisations, the level of senior sponsorship can act as a crucial motivator for
the rest of the organisation. As ministers set the agenda for their department, their buy-in to
the change is essential. Within government, each department should appoint a dedicated
high-profile ‘agile champion’ to build and sustain the momentum for change.

It is also absolutely essential that the department understands it must commit its best
people as embedded agile team members in order to reap the benefits of this approach. The
input of users or business champions is crucial to delivering successful agile solutions; if the
skills and knowledge of the embedded user are poor, then the end solution will reflect this.



Show it works

Success breeds success. The quickest way to overcome scepticism of agile is to demonstrate
that it works. Each department should choose several upcoming projects to be set up and
run using agile. These projects should be in areas that will generate the most compelling
results. Participants in successful agile projects can often be the most convincing advocates
to others within the organisation.

For example, a senior manager at a large manufacturing organisation reflected on his
experience with agile saying: "I was sceptical, now | would fight ‘tooth and nail’ anything that
threatened working this way.” In the Home Office project, a Detective Constable at the
Metropolitan Police Service highlighted how this approach has differed from previous
experience saying: “When initially approached about this project | was sceptical as the actual
benefits/value which would result... | was expecting to receive something, not necessarily what |
wanted, in the middle of next year.” After having been through this process he remarked, “/
would personally recommend this type of working to my peers in the future.”

Take a cross-Whitehall approach

To provide the most value, government as a whole must be able to benefit from agile
innovations. To minimise duplication of effort in solving the same problems, there needs to
be system-wide transparency of agile initiatives. It should be easy for groups tackling similar
problems to identify each other and merge where appropriate. Where possible the outcomes
of agile experiments should be open for all to see and learn from. As there are cross-cutting
issues and opportunities that do not sit naturally under a departmental banner, there is a
clear role for the nascent government Skunkworks to take the lead in coordinating a cross-
government approach. See Box 5.

There must also be a clear mechanism for escalating the best and most widely applicable
ideas so they either become part of the platform, or form a more specialised centre of
excellence for their sector. DWP has established its innovative ‘Ideas Street’, which aims to
gather new ideas and sort them based on a virtual stock exchange.®* Scaling up this kind of
approach could help identify the most useful agile innovations across government. Using
information like this, Skunkworks could act as a channel up to the Government CIO. This
would help ensure that the platform is continually and constructively challenged to absorb
the latest successes.

8 GC News, 'DWP Considers Opening Up Ideas Street’, Guardian Professional, 23 September 2010
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Box 5: Skunkworks

The government has pledged to create a small IT development team in the Cabinet Office
that can develop low cost IT applications in-house and advise on the procurement of large
projects. It will tackle cross government IT projects in six week delivery cycles. Products will
be released under Open Source License and the team will work with counterparts to
promote agile delivery across government.

The intention is to undertake strategic engagement with IT enabled programmes and
projects in order to integrate agile thinking into projects from the outset. This is a strong
departure from the traditional way the Cabinet Office engages with IT projects in
departments.

Skunkworks aims to promote a community of internal and external developers and
entrepreneurs to work with, support and grow the function. It will engage members through
collaborative problem solving and commissioning solutions to challenging IT problems.

Source: Institute for Government interviews

Amend the supporting processes

While existing commercial and governance processes can act as barriers to adopting agile,
none are insurmountable. A good starting point for departments is to set up a clear process
for allocating seed-funding for initial agile pilots and small scale experiments. Seed funding
should be small scale (well below the OJEU limit) and allocated in short time-limited blocks.
This process should not require detailed specifications, but any project must demonstrate
tangible success at the end of each iteration or face cancellation.

Governance processes should also be amended in line with agile principles. The current
Gateway Review process is designed for larger programmes run using traditional sequential
methods and emphasises fixing problems with the project processes rather than judging
whether the project is still worthwhile and ending it if necessary. Though agile projects are
designed to be self-assuring, a light touch, proactive assessment process could help ensure
agile is being used to achieve the best outcomes. See Annex B for further details on this. The
Cabinet Office should investigate and implement a replacement assurance process that is
compatible with agile principles.



Embed the changes

To make the change sustainable, agile will need to become embedded in the culture and
processes of the organisation. Centres of excellence and formal training can help retain the
focus on agile best practice techniques as Box 6 illustrates. Clear visibility and
communication of the benefits that agile has delivered within the organisation can also help
solidify support for the approach. The eventual aim should be to make agile the default for
any project.

Box 6: Agile centres of excellence

Two global banks have established central support in the form of ‘agile centres of
excellence’. These central units support agile projects by providing mentoring, training,
resources and tools. As some of the key causes of agile failure are lack of experience and
external pressure to follow traditional waterfall practices, these centres of excellence can
provide vital support to project teams. Their establishment also signals the priority placed
on agile development and helps to overcome cultural barriers to further adoption.

Source: Institute for Government interviews. See Annex C Case Study 6 and 7 for further detail.

Conclusion

As this chapter has demonstrated, agile delivers substantial benefits, which government can
and should pursue. This change is not just desirable, but also necessary.

Agile is about not just cost savings or faster delivery times, but also a new approach to
helping business to operate. Traditional linear project methods may have been adequate for
situations where there were static requirements and a clear picture of the solution, but they
are not suitable for the rapid changes and solution exploration needed by departments
today.

The current system does not provide the public sector with the flexible tools it needs to
tackle complex political issues. At its most fundamental, IT is a tool to be used by the
business to help it work effectively and explore new opportunities.

Government’s toolset is no longer fit for purpose — it needs to be more agile.



6. Conclusions and recommendations

Government IT is a long way from the cutting edge. The current combination of consensual
departmentalism and the traditional Waterfall and V-model project approaches to projects
have created a vicious circle in which government fails to get the basics right and so gets
bogged down, unable to take advantage of emerging technologies and ways of working.
Government then falls further behind.

Doing the same things better has failed to transform government IT. A fundamental rethink
is required.

Think in terms of platform and agility

The platform must be designed to standardise and simplify core elements of government IT
in order to bear down on costs and reduce duplication across the system. It should also
establish some common standards to support greater interoperability and to facilitate more
joined up IT across government. Responsibility and risk for the elements of IT not covered by
the platform should be devolved to departments and from departments to projects using
agile principles for rapid, iterative development.

Platform and agility are not contradictory and when the links between them are well
understood and exploited, can be mutually reinforcing. The goal should be to use agile
approaches to explore new opportunities with successful innovations scaled up more rapidly
across the system and new technology passing into the platform as it becomes better
established.

Recommendation 1: The Government CIO should govern which elements of government IT
fall within the platform and which should remain outside for agile development. To do this
effectively, the Government CIO must operate independently of departmental interests.

Use the platform to drive efficiencies across the system but keep
delivery decentralised

The platform must ‘assimilate’ the well-established parts of government IT by bearing down
on the cost of commodity items, reducing duplication of services and infrastructure, and
setting common standards to support interoperability across the system.

Rather than getting trapped in a simple dichotomy of centralisation versus decentralisation,
the platform should combine shared approaches across the system with a distributed
network of delivery. The centre will need to lead on certain coordinating aspects of the
platform including strategy, policy, common standards and benchmarking, but delivery
should reflect and build on the capacity and capability in the system.



Recommendation 2: The platform should focus relentlessly on three areas:
commoditisation, rationalising the management of common elements of government IT and
setting common standards.

Recommendation 3: Delivery of elements in the platform should be undertaken by lead
departments, on behalf of the government as a whole.

Recommendation 4: Clear governance and escalation structures are required to resolve
disputes between lead departments and other departments. The Government CIO should be
the first point of arbitration and the Public Expenditure Committee should provide the
ultimate point of authority.

Support and foster agile principles

The evidence reviewed for this report is clear cut — organisations that pursue agile
development at scale are unequivocal on the positive effect it has had on the business as a
whole. However, they are also clear that the challenge of implementing this approach should
not be underestimated and that comprehensive support is required to embed the changes.
Government departments face special challenges given their size and focus on highly
complex problems. To this end, strong leadership and support from both the Cabinet Office
and senior departmental management is essential to move towards a more agile approach to
IT delivery.

Recommendation 5: During 2011/12 all government departments should run several
upcoming projects using agile development principles. The exact number should be guided
by the size of the department and collectively be weighty enough to act as a real catalyst for
change within the department.

Recommendation 6: Future IT and project management training for government employees
should include a significant component of agile methods training. Departments should also
help develop agile ‘centres of excellence’ to provide support, resources, training and
coaching.

Recommendation 7: All departments should review governance, project approval processes
and legal arrangements to ensure that they can be made to work with agile projects. As part
of this the Cabinet Office should investigate and implement an assurance process to replace
the Gateway Review for agile projects.

Recommendation 8: Government departments should ensure that all future supply
contracts can be made to work with a more flexible and iterative approach to development.
This should include licensing and supplier change requests. This review should be led by the
centre in order to avoid duplication at the departmental level.

Take steps now and expect to refine the approach over time

The scale of change required in government IT is enormous and is complicated further by a
web of interdependencies and institutional barriers to reform. Faced by such complexity, the



lesson inherent in the principles of agile is not to try to develop a perfect roadmap for
change up-front but to work up plans iteratively and to refine the approach over time based
on user interaction and feedback. Our analysis suggests that even small steps towards
developing the platform and using agile techniques will deliver real benefits. Starting with
‘quick wins’ will help to build support for change early on, while developing a longer term
plan. No system is perfect and no system is immune from change. Having a more flexible and
agile system is the best way to keep adapting to the shock of the new.
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Annex A: Methodology

The project was initiated to look at how government could improve its use of IT. The
research focused on several main questions:

« What are the key challenges facing government IT?

« To what extent can a different (platform approach®) relationship between the centre
and departments resolve these challenges?

« To what extent can a different (agile®*) approach to IT projects resolve these
challenges?

Taskforce

The Institute for Government established a high level Taskforce of government and private
sector ClOs, senior civil servants and thought leaders to develop a set of recommendations
on how to radically improve government IT.* Meetings were held over the course of six
months, during which time Taskforce members were asked to:

. provide overall strategic direction
« provide specialist input
« contribute to the Taskforce recommendations

« advocate on behalf of the Taskforce by promoting its work

8 We use ‘platform’ as a description of a shared, government-wide approach to simplifying elements of IT.
The aim of the platform is to bear down on costs, reduce duplication and establish shared standards. The
focus is on commodity procurement, coordinating delivery of common IT facilities (such as data centres)
and services, and setting common standards to support interoperability.

8% An approach that uses modular and iterative development based on user involvement and feedback,
which prioritises early delivery of core working functionality.

% Sir lan Magee (Institute for Government), Ursula Brennan (Ministry of Defence), Roger James, John
Keeling (John Lewis Partnership), David Lister (National Grid), Bill McCluggage (Cabinet Office) John
Suffolk (formerly Cabinet Office), Tom Steinberg (MySociety and Public Sector Transparency Board) and
Annette Vernon (Home Office, on sabbatical).



Live agile pilot project
As part of the research, we established a pilot project to demonstrate whether an agile
approach to IT can resolve a long standing policy issue facing government: improving

information sharing on identity fraud. This project was run by the Metropolitan Police
Service in collaboration with the Home Office and the consultancy Indigo Blue.®

This project tasked a small team with a mix of policy, project management and technical
skills to work in the Home Office for a period of three months to develop a system of
information sharing to reduce identity fraud. The project was designed to generate evidence
about the barriers to effective government IT, while using an agile approach to project
management. The team aimed to create a working product as early as possible by using
incremental development and incorporating feedback from the business users throughout.
The work was split into two main phases:

Phase 1: Preliminary scoping and requirements gathering (weeks 1-4):

« assessing options for fraud prevention including costs of system design and any
technical challenges

« confirming management support for the option chosen
o determining initial user requirements and technical specifications
Phase 2: Iterative development and testing (weeks 5-15):
« developing an iterative solution with user feedback
« developing prototype(s)
« considering feedback and new requirements contributing to the next iteration
« making a go-live ready product available

« implementing the solution

Interviews, workshops and surveys

To explore key challenges facing government IT, we also undertook semi-structured
interviews with several academics and technology journalists, 28 senior government IT
managers, 9 senior private sector IT managers, 12 external IT experts, 14 government IT
suppliers and two IT solicitors. The intention was to gain a wide range of perspectives on the
issues.

% IndigoBlue Consultancy Ltd is an independent consultancy specialising in large scale agile adoption.
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We held four workshops with a range of experts and commentators on government IT. This
included:

« asupplier workshop hosted by the intellect trade industry to gain supplier input

« aworkshop with the Board of the DSDM Consortium® to gain advice on
implementing agile development techniques

« aworkshop that showcased a series of IT projects using agile development including
the Cabinet Office Skunkworks with Mark O’Neill (Chief Information Officer,
Department for Communities and Local Government, Department for Culture, Media
and Sport, and Skunkworks), the Department for Work and Pensions Accelerated
Service Delivery Programme (Steve Dover, Corporate Director of Major Programmes)
and the Home Office Information Sharing to Prevent Identity Fraud Project (John
Wright, Senior Consultant, Indigo Blue, and Sarah Heseltine, Home Office)

« aworkshop that looked at the role of the Centre of Government in IT with speakers
lan Watmore (Chief Operating Officer, Cabinet Office), Annette Vernon (ClO, Home
Office, on sabbatical), John Keeling (IT Director, John Lewis Partnership) and Roger
James (Computiv and University of Southampton)

« aworkshop co-hosted by the DSDM Consortium that reviewed how agile
development is being used in a range of organisations. Speakers included Colin
Macandrew (Centrica), Nigel Edwards (General Dynamics), David Hayles (Ministry of
Defence), Richard Rolt (Napp Pharmaceuticals), and senior managers at a global
universal bank, a FTSE 100 bank, a large publishing company, and a large
manufacturing organisation.

We conducted site visits to Napp Pharmaceuticals, the Ordnance Survey, John Lewis
Partnership and the Department for Work and Pensions. These visits looked at how these
organisations address key challenges facing IT projects.

We surveyed 27 public sector ClOs using an online questionnaire that resulted in 18
responses. The questions and responses are contained in full in Annex D.

We reviewed the emerging literature, blogs and conference material on the use of agile
development techniques in government as well as the literature on the role of the centre in
large multidivisional organisations.

8 DSDM Consortium is a non-profit advocacy organisation that since 1994 has focused on defining,
promoting and continuously evolving a best-practice framework for agile project management,
development and delivery.
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Annex B: Procurement, contracting
and the Gateway Review process

Procurement

The public sector procurement process is governed by a series of rules and regulations set
out by the EU (Directive on the OJEU process), the British Parliament (Public Contracts
Regulations 2006) and individual government departments.® It is also subject to scrutiny
through the Gateway Review Process and Procurement Capability Reviews carried out by the
Office for Government Commerce.®

EU procurement law is often seen as a barrier to procuring agile projects but the timescales
imposed by the EU Directives account for less than 10% of the 77 week procurement
period.” EU legislation requires public sector organisations to publish tenders valued above a
certain financial threshold (normally £105k) for a set period of time (normally about 30
days). This process is part of the larger procurement and contracting process that is set out
in Figure 7.

The procurement process can undermine agile projects in two ways. First, when detailed
specifications are used it can restrict the freedom to innovate. Second, the long timelines
associated with the procurement process can restrict the ability to deliver production ready
solutions rapidly.

In order to allow the freedom to innovate that an agile process requires, it is important to
establish high-level rather than detailed specifications to tender. If the project exceeds the
initial scope set out in the OJEU advertisement, the procurement process will have to be
repeated. However, an advertisement that is broad in scope can have its precise
specifications defined as the project progresses.

The legislation stipulates that the subject of the contract, “must be described in a manner
such that it fulfils the use for which it is intended by the contracting authority” with the further
caveat that the technical specification must be set out “in terms of performance or functional

88 Office of Government Commerce, Policy and Standards Framework Online Portal, July 2010

8 Office of Government Commerce, Procurement Capability Reviews

% According to the OGC, the only timescales imposed by the EU Directive is the requirement to publish
the tender advertisement and the award notice in the OJEU. See Office of Government Commerce, Faster
Procurement Process Study, November 2004
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requirements provided that the requirements are sufficiently precise to allow a supplier to
determine the subject of the contract and a contracting authority to award the contract”.”"

Basing the procurement decision on the ‘most economically advantageous tender’ faces
similar problems to that of contracting where there is no fixed specification. However,
objective criteria such as whether or not the development will be test-driven, the kind of
tests, whether there will be a central repository of code, and others can all constitute
grounds for objective comparison. This can help ensure that agile projects are procured in a
fair, competitive way that conforms to OJEU guidelines.

° National Archives, The Public Contracts Regulations 2006
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Figure 7: OGC procurement process

Critical Path Map for complex IT-enabled business change contracts
(negotiated procedure — advert to award)

Assumptions: Draft documentation should be prepared before advert to ensure process
runs smoothly Refer to report for outline of pre-advert activities necessary before
readiness to proceed Times are elapsed defined as in European Directive 92/50/EEC

Further development K
of requirements and ey:

draft contract 335days total. (<12 months) EOl — Expression of Interest PQQ - Pre Qualification
Questionnaire ITN — Invitation to Negotiate BAFO — Best and Final Offer

™ of EOls (unless
58 days accelerated)
Specified legal minimum period Programme/Project activity
/_ Notify selected

Deadline far Decision Paint bidders {3+] with

BT receipt of POQs | | - Langlist invitation to Typical best practice timescales [ Parallel activity
Issue advert Issue i 7 s subimit proposals

v
Qualification Criteria

Deadline for recaipt

= Milestone - Deadline Decision Point - Shortlist
ia LE. for receipt of Biddars
i T suppliers’ prop
Project Board Tean, £p

approval to proceed

Issue ITNs & notify any de- .
da selected bidders PSS HC

Clarification, hold g negotiation pericd

g .
open days, reply to Suppliers’ prep.sﬂa!lon of Td Debrief unsuccessful candidates
questions propasals Meetings - each . 2
supplier with Directors, Project Board e Invite BAFOs against
Business, Technical, Key approval to da agreed baseling
Stakeholders, Commercial proceed Tay
etc,, -
Finalise evaluation
Evaluate EOls and/or Evaluation of proposals An model 5 Sl
POOs opportunity to de-select Negotiation period — usually e e
further any unsuitable structured with parallel :g;:; &S: s
. g . repare
proposals meetings for instance for i:v“?s PR
commarcial, business and
technical issues -
Project Board approval of
BAFO invites
g
Supplier preparation & Investment
submission of BAFOs Decision
=]
2 Evaluation of BAFOs &
g Stage 1 Stage2 Stage 3 produce evalualion repart

Project Board & s 4
Financial Approval tage Post Award Notice

Source: Office of Government Commerce, OGC Faster Procurement Process Study, Annex B, November 2004.

70 Annex B: Procurement, contracting and the Gateway Review process


http://www.ogc.gov.uk/documents/Faster_Procurement_Process_Study_Report.pdf�

To reduce the amount of procurement time associated with an open tender, government
departments can set up a framework agreement with a supplier. Framework agreements are
umbrella contracts with providers, which set out terms and conditions under which specific
purchases can be made during the length of the agreement (normally a maximum of four
years). Individual contracts can be arranged within these agreements consisting of a limited
number of iterations. If a supplier on the framework agreement cannot deliver a service, it is
possible for the supplier to add other specialist organisations (often SMEs) to deliver part of
the service.

A further option is to reduce the size of projects to come in under the OJEU threshold. This

reduces the need to publish in the OJEU, but does not avoid some of the problems with the
decision points in the procurement cycle set out in Figure 8. The real challenge is to develop
fast decision making and approvals through improved governance and contract negotiation.

Gateway Review Process

The OGC Gateway Process examines programmes and projects at key decision points in their
lifecycle through a process of peer review. The process is initiated at the request of
departments and is designed to provide independent guidance to senior responsible officers,
programme and project teams based on the review of documentation, and interviews with
stakeholders. Success criteria vary from project to project but the review process poses
questions around risk and stakeholder management, definitions of expected benefits, and
relevance to existing projects and departmental goals.* Considering these questions at
relevant stages is intended to improve visibility of project progress and provide assurance
that the project is delivering to plan.

The review uses a traffic light system of green, amber and red. A green light is awarded if the
project is on track, an amber light is given if the IT project should go forward, but
recommended actions should be carried out before the next review, and a red light means
that problems need to be fixed before moving on. The intention is to fix the problems rather
than stop the project.”

The review is initiated when a government department submits a risk assessment for the
project. The OGC then assembles a review team providing expertise in project management,
which normally takes eight weeks to organise.* This is followed by a planning meeting to
share information, clarify the issues and confirm which stakeholders to interview. The
Gateway Review Process typically has six stages.

o The first stage provides a strategic assessment of the direction and planned outcomes
of the programme.

% Office of Government Commerce, The OGC Gateway Process: A Manager’s Checklist, April 2007
%3 Arif Mohamed, ‘Do Gateway Reviews Produce Results’, Computer Weekly, May 2007
%* Office of Government Commerce, The OGC Gateway Process: A Manager’s Checklist, April 2007
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« The second stage focuses on the business case and the justification for the
development.

« The third stage reviews the delivery strategy and is conducted prior to any approach
to prospective suppliers or delivery partners.

« The fourth stage focuses on the investment decision where the full business case and
the governance arrangements are reviewed prior to committing to funding a supplier.

« The fifth stage focuses on reviewing how ready the organisation is to go live with the
project and the required business changes.

« The final stage reviews whether the desired benefits of the project are being achieved.

The staged reviews can be repeated at various points during the project lifecycle and the
initial stage review is typically repeated at least three times.

There are three main challenges to using agile under this process. First, the timelines are
inappropriate to agile projects. Where an agile approach focuses on providing production
ready software every two weeks, the Gateway Review process will struggle to keep pace.
Although the reviews themselves take a matter of days, the initial planning meeting has a
lead time measured in months. Second, it rests on the assumption that there are clear ‘gates’
between different project components. For example, it assumes that a full business case can
be developed prior to contracting with a supplier whereas in an agile approach there is
considerable flexibility on scope to be agreed between the contractor and the department. It
also assumes that the ‘go-live’ date is segmented from the rest of the development, whereas
the agile approach aims to provide early delivery and integration with business processes (or
realignment where necessary), and incremental development. Third, it does not provide an
appropriate failure regime. As the Gateway review seeks to fix problems rather than stop
projects, this runs directly counter to an agile approach, which allows projects to fail small
and fail fast.

Independent, expert scrutiny is a valuable part of successful project management, but the
current OGC framework imposes a significant cost on departments and uses a model that is
at odds with the key principles of agile development, particularly flexibility to changing
requirements and rapid delivery of a product. A project adopting an agile approach exhibits
many of the qualities the Gateway Review Process espouses, including high visibility of
progress and close relationships between stakeholders. While there is an important role to
be played by an independent governmental review process, the Gateway process should be
reviewed by the Cabinet Office to ensure that it can accommodate agile projects.



Figure 8: The Gateway Review Process
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Contracting

Contracts aim to ensure that a transaction is fair, secure and predictable. In a traditional
contract for the supply of goods and services, this is done by producing a highly detailed
specification of the transaction. Where the supplier does not produce a good that meets this
specification, the customer has recourse to legal action against the supplier. The intention is
to limit the risk borne by the customer.

However, in an environment where it is difficult to identify, agree and articulate
requirements well in advance, such detailed specification is not feasible. It can lead to costly
change requests and to polarised interests when the customer is required to justify why a
proposed change is within the predetermined specification. While agile development has
several intrinsic features that mitigate risk for the customer (including limiting the liabilities
to brief ‘timeboxed’ periods and smaller amounts of funding, delivering early so that working
solutions are available sooner, and collaborative teams that increase visibility of progress), it
is important to exercise careful risk management in contracting.

Some organisations have used time-and-materials arrangements with a fixed price for a set
of iterations to permit the required flexibility in specification. As the customer is
remunerating on the basis of cost of time, if the project is no longer delivering value further
iterations do not need to be undertaken. The customer and supplier agree on the high level
requirements and the process for achieving them. Sometimes quality metrics such as the
number of tests completed on a product or the velocity (the rate at which the project is
proceeding measured in terms of business value delivered) are agreed in the contract. By
agreeing on this rate of delivery of business value the customer can be more certain that
they will be receiving the outcomes they prioritise before each iteration.

There is often a ‘calibration phase’ in which the supplier establishes the velocity at which
they can deliver the project by completing a set of iterations. If this is too low for the
customer, the contract can be terminated. This sets a benchmark that the team is expected
to meet in each subsequent iteration. To incentivise increased velocity, financial incentives
can be used for early delivery. The contract might be described as fixing the capacity for
delivery of business value, where this is agreed before the project begins. The effectiveness
of this contract relies on the customer being able to measure the progress of the project and
sanctions being able to be brought against a supplier violating the defined rate of progress.
An additional method of mitigating risk is to use test-driven development, which means that
the product is fully tested throughout its development.”

% Rather than extensive documentation alone, there is a working system with the criteria for operation
embedded in it. The consequences of changes are easily seen because they will trigger test failures - this
makes changes easier to enact but means that other suppliers can quickly understand a system and build
onit.



A further strategy to mitigate risk is by ensuring that alternative contractors are available to
complete work. Multi-supplier arrangements can be used to ensure that each contractor can
take over should one underperform. It is also useful to build skills transfer into projects. In
some arrangements, suppliers are incentivised to up-skill the staff at the customer
organisation. This helps to ensure that the customer is able to conduct and supervise
projects in the future.



Annex C: Case studies

The case studies reviewed for this report come from a range of different industries dealing
with highly complex issues, different regulatory requirements and a changing technology
landscape. In several cases, the organisations have used multi-supplier arrangements with
some using external developers.

This review demonstrates several points. First, agile development can produce significant
gains. As a senior manager at Centrica, points out, “[T]he benefits of this change can improve
delivery performance, in terms of cost, quality and speed, by a factor of 20.”

Second, agile is often rolled out with the support of a broader structural change and requires
a cultural change within the organisation for the benefits to fully take hold. At a large media
company, a more sophisticated charging mechanism incentivised the business units to focus
on their priorities more closely, which was itself aided by an agile approach. At Napp
Pharmaceuticals, boards have actively encouraged a culture of empowerment through the
use of rapid decision making, often via email.

Third, the use of agile can unravel without leadership and strong central support. At both a
FTSE 100 and a global universal bank, centres of excellence have been created to provide
support, coaching and training for agile projects. At a large government agency, an
investment review process has been adopted that provides seed-funding for smaller scale
projects with less specification in order to demonstrate success earlier. Perhaps the most
important message coming from these case studies is that the principles of modularity,
incremental delivery, experimentation and active user involvement can be applied across
virtually any IT-related business problem.

These case studies are based on interviews with senior managers in the organisations. In
some cases, the organisations requested anonymity for commercial reasons.

Case Study 1 A large government agency

Case Study 2 A large manufacturing organisation

Case Study 3 Ministry of Defence with General Dynamics
Case Study 4 Napp Pharmaceuticals

Case Study 5 A large media company

Case Study 6 A FTSE 100 Bank

Case Study 7 A major international bank

Case Study 8 Centrica




Case Study 9 Guardian News & Media Ltd

Case Study 10 Operation Amberhill

Case Study 11 Department for Work and Pensions

Case Study 1: A large government agency

What the organisation says:

“The approach is radically different to a waterfall based project management methodology.

On an individual/team level - The intense and forced ‘closeness’ of an Agile approach quickly
forges an effective and motivated team. Self-managing teams increase accountability and the
Jfocus moves people past the need to ‘word smith’ and finalise requirements catalogues, moving

the project away from long, onerous and valueless signoff loops. From a customer perspective -

the customer sees rapid results, and is involved with what the project will deliver. They are part
of the team rather than an outsider. Discussions around what will be delivered by when

(scope) are much easier to facilitate as they are based on fact. Faith and trust is built between

the customer and the delivery team, Agile creates a ‘we are in it together’ attitude rather than

the traditional business versus delivery team model that waterfall sometimes promotes.”

Situation

Organisation description:
e An executive agency and non-ministerial department with more than 1000 staff.

Challenges:

e Decision makers were unable to reach agreement on the full set of requirements for
a large scale project to create a comprehensive online ordering system. While 80%
of the requirements were uncontested, the gateway process required a full set to be
agreed prior to development. This process continued (on and off) for a period of four
years and cost over £1 million, resulting in little usable outcome.

Objective:

e Todemonstrate that it would be possible to deliver all business products online by
using an agile development approach.

Transition
Selection of methodology:

e The failure of the traditional waterfall approach provided an impetus for a new
methodology with high-level support. With the assistance of an industry expert the
organisation carried out workshops to develop familiarity with the new approach and
gain enrolment from key stakeholders.



Implementation:

Initially a seven person team began work on the project and within three months this
team doubled in size. The industry expert supported the delivery team throughout
the project.

Barriers:

Impact

The major technical challenge has been the infrastructure elements to the project
which traditionally have very long lead times on purchasing and implementation
(when compared with rapid two week iterations).

There was significant difficulty in initial iterations with defining ‘user stories’ as there
was a strong culture of everything needing to be 100% correct and agreed by
everyone before it could be progressed to the next stage. This applied equally to
business and technical resource; it took six to seven iterations (about three months)
to get over this difficulty as trust was built in the team and the approach.

Agile provided a working platform for a total cost of about £650k: less than the cost
of the incomplete requirements document in the old process.

The project has acted as one catalyst for a broader culture change where the
business has adopted agile principles such as incrementalism, prioritisation, lean
thinking and rapid delivery of flexible products and services. To date, only one project
has adopted a fully agile approach, with around one-third of major projects now
using some aspects of agile.

At an organisational level, the agency now has a well formed and capable project
team, which can easily adapt and quickly reprioritise and plan much more effectively
than in a waterfall based approach. This means the team can take advantage of new
opportunities identified or evolve its solutions based on problems encountered or
new and emerging business requirements.

Budgeting and governance processes within the organisation have changed to
accommodate and encourage more agile projects in the future — for example through
incremental investment approval. The new investment approvals process involves
obtaining early permission to fund development immediately without a fully
specified business case being approved, although a robust justification must still be
provided. The project is given permission to spend at a particular rate over a period
of time. The projects will return to the Investment Board at specified intervals for
further ongoing approvals and to update on progress.



Case Study 2: A large manufacturing organisation

What the organisation says:

“It is an exciting, stressful, inspirational and rewarding way to work that really ‘fired up’ the
team members who wanted to be there, owned the problem and cared about the solution, had
an unfailing ‘can do’ attitude, wanted to deliver for the team not for themselves, and relied
mainly on peer pressure and peer support. It was a real change in culture.”

Situation

Challenges:

e Alarge group of stakeholders found it difficult to articulate requirements and the
extended circulation of documents to develop specifications caused delays.

Objective:

e Tointroduce a method of working on a business solution that avoided the delays and
costs associated with formulating up-front requirements and subsequently changing
them.

Transition
Selection of methodology:

e The repeated underperformance of the traditional methodology encouraged the
organisation to adopt an agile methodology for a project involving more than 100
people in several countries for several years and involving two other companies. The
project accounted for 15% of the entire IT spend.

Implementation:

e In order to encourage buy-in, the organisation drafted its own version of an agile
methodology through the use of workshops and with the support of independent
consultants, using champions to support it. Industry consultants provided coaching
for 12 months.

Barriers:

e The culture change required effective communication, engagement and discussion to
build understanding and buy-in. Drafting company-specific versions of the method
took time, but increased buy-in from the organisation.

Impact

e The organisation now finds itself delivering what it said it would, when it said it
would, on major transformation projects enhancing IT support. This has changed
business processes, allowing a collaborative but controlled definition of requirements
and benefits that deliver reliable, thoroughly tested products.



e Technological decisions are made early in order to ease implementation and they are
treated as part of the context the project operates in.

Case Study 3: Ministry of Defence with General Dynamics

What the organisation says:

“The chief difference between a DSDM (agile) approach and a ‘traditional’ project is the
explicit acceptability of failure (fail early) and the flexibility (within clearly defined limits) of
what the final outcome will look like. The biggest single mind-set change is the denial of ‘slip’
in delivery dates, preventing the traditional engineer’s mindset of ‘just a little more time will do
it.”

Situation

Organisation description:

e The MoD’s Defence Equipment and Support is responsible for spending £14bn
annually to acquire and develop equipment and services, including ships, aircraft,
vehicles and weapons, information systems and satellite communications.

Challenges:

e The Defence Acquisition Change Programme (DACP) highlighted the fact that
threats facing the military require greater agility and responsiveness and that there is
an increasing divergence between MoD and commercial technology cycles, resulting
in obsolescence and undermining innovation. It was therefore important to reduce
the length of acquisition cycles.

Objective:

e Todeliver a £3m system to integrate the land, sea and air communications for
combat operations through a multi-supplier arrangement.

Transition
Selection of methodology:

e Agile was identified for pilot application by the DACP designed to bring about a
radical improvement in acquisition performance.

Implementation:

e The approval of the change programme gave the project the backing of the corporate
centre. As project participants had no prior experience with the agile approach, short
training courses were undertaken and a facilitator from Keith Richards Consulting
provided coaching.



Barriers:

e Establishing a common understanding of the nature of agile was complicated by the
involvement of four separate organisations.

e Atechnologically closely related project was subject to a higher degree of financial
and risk scrutiny than the monetary value warranted because of the lack of perceived
assurance in the agile methodology. The project involved four separate organisations
and the contract specified a limited number of high-level requirements, increasing
risk exposure. The MoD ultimately had to rely on developing a high quality,
collaborative relationship with suppliers to provide assurance that the contractors
would continue to deliver functionality beyond the bare contractual minimum.

Impact

e The project was delivered on time to cost and budget. It demonstrated that agile can
be successfully applied to a collaborative, multi-organisational project to deliver a
technically complex military capability and required more customer involvement
than usual.

e The lead contractor, General Dynamics, now uses agile development techniques for
its internal IT capabilities.

Case Study 4: Napp Pharmaceuticals

What the organisation says:

“There has to be the right culture for Agile, or Iterative development to succeed. This is from all
sides. There has to be a culture of taking responsibility and not being afraid to make decisions,
but understanding when the decision may be out of your sphere of control. Project Boards,
when they need to make decisions, must make them quickly without undue delay or
bureaucracy (quite often these will be done via email).”



Situation

Organisation description:

e Napp Pharmaceuticals is a pain medication company with sales exceeding £100m
and a staff of around 1,000.

Challenges:

e The previous processes employed at Napp were unwieldy and bureaucratic. Users
were not adequately involved in the software development phase of projects and this
led to requirements being misunderstood and the wrong systems being delivered.

Objective:

e Tointroduce iterative development while maintaining the control and project
management appropriate to the organisation and a highly regulated industry.

Transition
Selection of methodology:

e While agile had been introduced and promoted by a senior manager in the IT
department it did not provide a full set of benefits until a set of organisational
changes were introduced.

Implementation:

e DSDM (agile) was introduced in an iterative way. The initial step was to separate the
project management method from the software development lifecycle. A light
version of the PRINCE Il project management framework was introduced that could
be used on all projects, whether they were IT or pure business projects. Next, the
organisation started introducing agile and DSDM techniques, particularly close
collaboration, communication and interaction with the business users throughout
the project. Iterative development (where solutions prototypes were developed and
early feedback gathered) was applied. This allowed the team to converge on the right
solutions and they gradually fixed time available so that only those requirements
that would add value were developed. This was also dependent on the right project
portfolio process — the organisation runs a quarterly process where all project
requirements are assessed and reviewed and resource is assigned for a three-month
period. So what may have been a large project in the past becomes a series of small
projects.

e  Where project boards need to make decisions quickly, this is often done via email.

Barriers:

e This approach requires a lot of input from the business users throughout the process
and also requires the project team to be disciplined in terms of ensuring that only the
items that add business value will be developed and that there is no scope creep. The
projects also require a lot of commitment and energy from those involved.



Impact

The business users have had to understand that they may not get everything they
originally asked for and that there is a time limit on the project. Normally this is self-
fulfilling as they are seeing the solution development constantly and they realise
what they originally wanted is actually not what they need today.

The stakeholders have to understand that they may not get the status of the project
in the same way - there is not a rigid plan that is being followed, rather progress is
measured by how much (potential) business value has already been created.
Normally the fact that they can see a working system gives them sufficient
confidence. They also have to let the project team ‘get on with it’ and not interfere
too much. Again, the trust is built by the solution being visible early on and
throughout.

The systems implemented now meet users’ needs more fully than before and these
business users have become ‘ambassadors’ for the IT department by requesting
additional work from them. The internal IT team are becoming the supplier of choice,
whereas previously the users may have looked for solutions outside the company.

The relationship between the IT department and the business improved, with a
greater degree of mutual trust.

The focus on business value has increased efficiency as effort is more concentrated
around what is needed.

Case Study 5: A large media company

What the organisation says:

“Whilst the company was coming from a chaotic rather than a formalised approach such as
PRINCEZ2, the agile approach was very different and has transformed the reputation of the
central department that develops and manages the web sites for all brands within the
company. Benefits include faster turnaround, stronger business relationships, better products
(more appropriate features for the users), better quality, reduced risk on projects, better
reputation for delivery, and as a result more visitors to our web sites and higher revenues.”

Situation

Organisation description:

The company has an annual turnover of £400m and a highly decentralised structure
with each of 60 brands setting their own priorities and having control over profit and
loss.



Challenges:

e Itis afast moving organisation in a rapidly changing digital market. IT development
was undertaken in an unstructured and ad hoc manner resulting in delays, poor
visibility of project progress, unclear priority setting and significant disruption to
websites.

Objective:

¢ Agile was intended to align the IT department with business units to provide a quick,
lightweight way of prioritising, collaborating on, and managing tasks.

Transition
Selection of methodology:

e A senior manager with prior experience using agile had been appointed to the IT
position and advocated its use. It was introduced to organise the IT delivery that was
characterised by chaos and a lack of structure.

Implementation:

¢ Agile was implemented across the organisation’s web-development projects
alongside a more fine-tuned charging system. Development teams are organised
around key products and are multidisciplinary and co-located. A business user works
within the teams to set priorities and assist development.

Barriers:

e The first three months of the transition resulted in complaints due to the fast paced
change. Organisational issues such as co-location and cultural factors around
openness to change were overcome by open communication and demonstrated
success.

Impact

e Website traffic has doubled and the cost of development has almost halved, from
£5.5m to £3.5m. Other benefits include faster turnaround, stronger business
relationships, better products (more appropriate features for the users), better
quality, reduced risk on projects, and better reputation for delivery. Better company
websites have attracted more visitors and resulted in higher revenues. The close
relationship between the central IT department and the business units (which pay for
the centralised services such as hosting, development and applications) allows brand
teams to design their websites without having to ‘reinvent the wheel’ each time.



Case Study 6: A FTSE 100 bank

What the organisation says:

““The Agile methodology welcomes change and accepts it. It doesn’t encourage or look for it but
recognises it as ‘part of the process of delivery’. The business greatly values this aspect. They
also enjoy having complete control as to what is being delivered from Sprint to Sprint. The
benefits have been enormous, consistent delivery, early warning of issues, flexibility of
approach and more resilient testing.”

Situation

Organisation description:

e The global bank has a multibillion pound annual turnover with several thousand
offices in numerous countries.

Challenges:

e Faced with an increasingly turbulent environment the bank wanted to explore new
avenues of project management with particular emphasis on increasing its ability to
deliver.

e |t was not uncommon to have a set of consultants or a business analyst write long
documents detailing system requirements. These documents relied on the unrealistic
assumptions that business could fully articulate requirements in a static
environment.

Objective:

e Toimprove delivery (and being seen to deliver consistently) was the principal driver
for this change.

Transition
Selection of methodology:

¢ A multimillion pound project to handle trades processing was selected to pilot the
agile approach with a number of interfaces and integration challenges.

Implementation:

e Asmall team with agile experience was recruited to run the initial project. A central
unit has been set up to support agile projects within the company by offering
mentoring, training, resources and tools.



Barriers:

e There was a ‘healthy scepticism’ about whether this new approach would work
because it was radically different from the traditional method. Its success has led to
further adoption of agile and a need to maintain the agile ‘brand’ by providing
training and accrediting agile projects.

Impact

e The benefits have included consistent delivery, early warning of issues, flexibility of
approach and more resilient testing.

e At least eight multimillion pound projects are being run using agile methods, with
many others in the pipeline.

Case Study 7: A major international bank

What the organisation says:

“Adoption of Agile thinking in our delivery approach is allowing us to plan in a more
structured way, but also allow our plans to be dynamic with a greater level of discipline and
visibility with respect to requirements, estimation, prioritisation, acceptance and deployment.

”

Situation

Organisation description:

e The major international bank employs over 80,000 people worldwide with an annual
turnover of approximately £25bn.

Challenges:

e The bank works in a highly fluid environment, and had used a very ad-hoc approach
to planning and delivery with design, acceptance and deployment managed in an
unstructured way, causing volatility in requirements.

Objective:

e To structure planning in a dynamic environment allowing IT to provide better
support to business priorities.

Transition
Selection of methodology:

e Agileis being adopted as the delivery approach for a strategic risk calculation
platform used by front office, middle office, regulatory and back office finance
teams. It is globally deployed across multiple locations and lines of business.



Implementation:

e An Agile Centre of Excellence has recently been set up to support this initiative
across the bank. Much of the focus is ensuring in the first instance that project teams
have permission to utilise agile practices, and backing this up by building a coaching
and mentoring network across the organisation made up of both internal and
external coaches. The other key area of support is providing teams with a catalogue
of resources which teams and individuals can draw on.

e Within the risk system development group itself, support has been given to hiring
experienced practitioners and the adoption of an agile delivery approach is supported
at a senior level.

Barriers:

e Theincreased volume and frequency of conversation with business users has been
challenging.

e Avery siloed approach to roles and responsibilities has led to requirements often
being ‘thrown over the fence’ to development teams, resulting in a high number of
‘requirement defects’ found during acceptance testing. This is being resolved by
encouraging teams to work as a group during design and planning workshops to
ensure understanding of both requirement and acceptance criteria are shared at an
earlier stage in the lifecycle. Estimation is also designed to be a transparent and
shared process. Teams have had instruction on facilitating this process.

e Working with offshore teams has proved a challenge but ensuring the teams spend
time physically together both in the UK and abroad has been helpful in improving a
shared understanding of requirements, design and plans.

Impact

e The transition to an agile way of working is at an early stage, but has improved the
speed of decision making and prioritisation across stakeholder groups. The
organisation expects to reduce deployment time by 25-50%.

Case Study 8: Centrica

What the organisation says:

“The approach is very different for an organisation, since it requires a fundamental change in
emphasis, from long-range forecasting to rapid delivery with rapid feedback from users of the
software. Most organisational governance strives to improve prediction, whereas Agile
governance strives to improve value for money and speed of delivery. The benefits of this
change can improve delivery performance, in terms of cost, quality and speed, by a factor of
20.”



Situation

Organisation description:

e Centricais a utilities company with an annual turnover of £22bn and in excess of
25,000 employees.

Challenges:

e Centrica required faster time-to-market in its IT development than its governance
process would allow.

Objective:

e Toimprove delivery of software, while reducing costs and time-to-market by moving
away from long-range forecasting to rapid delivery with rapid feedback from users of
the software.

Transition
Selection of methodology:

e The IT Director began running IT projects using agile principles in parallel to the
traditional waterfall method.

Implementation:

e While operating two simultaneous approaches for IT projects, the agile approach
outperformed the traditional method and was quickly adopted across the
organisation.

Barriers:

e The cultural legacy was the greatest barrier; internalising agile values was difficult
without experiencing the methods and suggests why senior managers are often more
reticent than developers. Management of risk is a major concern, so good
communication was necessary to resolve this

Impact

e The change to agile has reduced delivery times in some cases from six to nine
months down to about eight weeks. The objective is to move even further so that
teams are delivering in weekly increments.

e After a successful 12 months of using agile, the organisation continued to face
internal pressure to use more traditional techniques involving greater
documentation. It is now undergoing a process to ensure teams are using agile
principles fully, partly by educating business stakeholders about the key benefits.



Case Study 9: Guardian News & Media Ltd

What the organisation says:

“We introduced agile development in 2003 because the business was emerging from a
particularly difficult and lengthy project, and [we] believed there ought to be a better way to do
things. It has resulted in much more interaction between technical and non-technical
stakeholders, both during the planning and during the development, providing greater trust
that the business will get what they want. Overall, there is a much greater appreciation of roles
and responsibilities across functional boundaries.”

Situation

Organisation description:

e The Guardian News and Media (GNM) group owns the Guardian newspaper, the
Observer, the Guardian website, the Guardian Weekly and a number of business-to-
professional services. The Guardian website is the second most popular UK
newspaper website, with almost 34.6m unique users each month.

Challenges:

e The business was emerging from a particularly difficult and lengthy project that had
a high level of specifications and limited return on investment, and believed ‘there
ought to be a better way to do things’.

Objective:

e To trial a new approach to development. The first agile work was on small
operational tasks, which then expanded into projects as confidence emerged. In 2006
the team embarked on their most significant project to date, focused first on
redesigning the ‘Travel’ section and then the entire website.

Transition
Selection of methodology:

e This was initiated by bringing in a new development manager heading a new body
given freedom and responsibility to find a better way of working.

Implementation:

e The editorial teams were asked to provide ‘a thousand tiny wishes’ that could more
easily be prioritised rather than ‘one big wish’. The initiative started with a lot of
formality in 2003, and ramped up as confidence and understanding grew to a very
rigorous approach in 2006-2008. The second part of the project involved using 104
people at its peak, with nine major launches, and working software released every
two weeks. GNM is now much less dogmatic about the approach but maintains the
core benefits.



Barriers:

e Project managers were most resistant initially as they perceived loss of control, but
were largely told to run with it, and came to understand they were able to focus on
the much more meaningful work of aligning the multiple technical and non-technical
issues, while entrusting a lot of the development issues to the developers.

e Understanding among (mainly) the development team and others about how to run
agile projects effectively was challenging. This process included educating users
about unit testing, how to write good tests, how to pair-programme effectively, and
how to plan. This was overcome partly by continually reflecting and changing, and
making sure everyone could contribute to process improvement, and partly at one
stage by bringing in skilled external practitioners to help deliver a particularly large
project and enhancing internal skills. The skill-enhancing was an explicit part of the
contract with one of the suppliers.

e The Corporate Centre was helpful in ensuring that key non-technical stakeholders
from around the business could devote significant chunks of their time (and in many
cases 100% of their time) to working alongside the technical people as integral parts
of the team.

Impact

¢ Almost all digital web projects use some kind of agile approach, which constitutes
about 70% of development activity within GNM by spend. Other (more
enterprise/corporate) projects use some elements of agile.

e The result has been much more interaction between technical and non-technical
stakeholders, during both the planning and the development phases. There has also
been much lighter documentation, and non-technical stakeholders are able to delay
decision-making and change their mind much later than before, resulting in much
greater trust that they will get what they want. There has been more focus on
business deliverables, much earlier visibility of results and much more confidence
among developers that they will be able to do a good job technically. There has been
a greater appreciation of across functional boundaries of each others’ roles and
responsibilities.

Case Study 10: Operation Amberhill

What the organisation says:

“It is clear that for the right project the ‘Agile’ method delivers success at a quick pace.
However, the level of commitment required by all involved in the process will be integral on
deciding whether this process will be effective. It is equally important that the correct
individuals are identified at the earliest possible stage; this will mean that delays are kept to a
minimum and will facilitate the decision making and development of the end product.”



Situation

Organisation description:

The Metropolitan Police Service is responsible for the safety of Greater London with
52,000 employees and annual expenditure of £3.5bn. Project Amberhill is part of the
Metropolitan Police Service strategy to prevent and detect economic and specialist
crime. The unit of 12 people analyses hard drives and discs of data from seized
computers, printers and other IT hardware recovered from identity document
factories. The false identity data is extracted and documents that may have been
produced while the ID factory was in operation are captured. The likelihood is that
these documents are in circulation across the UK. The false identity data is collated
on a database and shared with the public and private sector via statutory intelligence
gateways and bespoke information sharing agreements. The database is downloaded
onto the Metropolitan Police Service Criminal Intelligence System and can also be
checked by non MPS forces via their Force Intelligence bureau.

Objective:

To build and pilot a solution using agile development. The approach looked at the
reuse of existing systems which might provide solutions.

Transition
Selection of methodology:

The initiative was part of a short research project being undertaken by the Home
Office’s Office for the CIO with the Institute for Government and agile consultancy
Indigo Blue.*® The project was exploring how an integrated project team that uses
rapid prototyping and user involvement could deliver a programme as part of a
broader policy agenda. The policy issue was how to reduce fraud related to the use of
genuine, but fraudulently obtained, identity documents. Development focused on
the database Amberhill uses to collate and share fraudulent identity documentation.

Implementation:

Following discussions and working closely with the team at Amberhill an expansive
list of features was created and prioritised to focus on delivering a production system
that could provide immediate business value without requiring all the requirements
to be implemented. This initial delivery would enable multi-user data capture and
eliminate the manual management of data collated on spreadsheets.

The longer term incremental deliver strategy included additional requirements which
were placed on the backlog.

% IndigoBlue Consultancy Ltd is an independent consultancy specialising in large scale agile adoption.
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Requirements that did not relate to the initial delivery of core data entry, query and
extract process were excluded from the detailed analysis and immediate
development prioritisation discussion.

Two week development cycles were set up with the intention of delivering the initial
version of the software after four iterations.

Prior to each iteration an analysis session was held with the Amberhill stakeholders.
The purpose of these was to think through the next set of priorities and document
the user requirements that would be considered for further planning.

At the start of each iteration a planning session was held where the user stories were
reviewed and the estimates on the stories and available development resource were
considered. User stories were selected collaboratively by Amberhill, the development
team and the Home Office.

The next two weeks focused on implementing the selected user stories and building
appropriate automated regression tests. This approach ensured that the impact of
future change could be identified during the automated test and build process.
Regular conversation with the Amberhill stakeholders enabled IndigoBlue to build
test cases and clarify uncertainty over requirements.

At the end of the two weeks, the developed software was demonstrated to
stakeholders. Feedback and changes that were identified were agreed and
incorporated into the selection of user stories for the next iteration.

Barriers:

The project demanded increased business involvement, which placed pressure on the
business users to juggle the requirements of the project on top of their day to day
work load.

As decisions needed to be made very quickly certain issues needed to be escalated
further up the chain of command (e.g., data for sharing for experiment purposes,
installation and service costs) and this had resulted in some minor delays.

The speed of this project has managed to get a number of partners interested and
committed, however a number of preconceptions related to the inability of
organisations to share data across the public sector remain. The next stage of the
process is to manage the database and show individuals the benefits and values of a
joined-up system of information sharing between numerous organisations in the
public sector.

Deployment of the system onto the MPS network was initially thought to be highly
costly and a timeline of six months was envisaged. However, given the state of
readiness and strong business demand for its deployment, a work-around solution
was developed by providing a four-computer network to host the application. At the



Impact

same time, the IT department is aiming to deploy the database onto the network
under the normal processes following a longer timeline.

A fully system-tested web based application backed by an Oracle 11g database was
completed following four development iterations. It is expected that the application
will reduce data entry and Quality Assurance times by 50% and eliminate the
manual management of multi-user data entry across multiple spreadsheets. The data
quality has been dramatically improved and the ability to generate extracts of data
for third parties has been simplified.

The deployed application enables the generation of a single spreadsheet per
operation of data, which can be processed by researchers according to the current
business processes.

The project has been considered a great success by the stakeholders and further
iterations are now planned.

The Metropolitan Police Service felt there was progress much sooner than they had
anticipated. One team member said, “the progression of the project is startling”. There
was widespread enthusiasm for the results achieved to date, with one team member
pointing out, “while this is an agile startup - this could go nationwide”.

Pleased with the success, one of the business users stated, “In 25 years service | have
never known a project to develop at such a startling rate. This is even more impressive
when you take into account that all decisions have been made in [a] calm and
considered manner with no less importance being given to every stage, in spite of the
time restraints.”

Case Study 11: Department for Work and Pensions

What the organisation says:

“By adopting an agile development approach, it has reduced the time it will take to deliver
Universal Credit by almost half. Three key principles have guided our approach to delivering
business benefit early: cooperative working through breaking down barriers, early integration
through better dependency management and lightweight but proportionate governance.”

Situation

Organisation description:

The Department for Work and Pensions (DWP) employs around 80,000 people and
delivers benefits payments totalling £90bn per year.



Challenges:

e The traditional approach to project management at DWP - ‘Business Change
Lifecycle’ (BCL) —is slow and cumbersome, and relies on a large number of
deliverables that do not contribute to the final product.

Objective:

e DWP was tasked with moving a specific type of benefit, Jobseeker’s Allowance (JSA),
from paper and counter-based services towards web-based delivery. This project
required 80% of the benefits to be put online prior to a 50% channel switch from
face-to-face contact. Savings would be generated by reducing processing times
associated with face-to-face contact and telephony channels. As a result, the project
was very time sensitive.

Transition
Selection of methodology:

e There was recognition that the traditional approach would not deliver the outcome
in the timeline available. DWP sought to utilise an approach that had lighter
governance, more cooperative working and iterative development.

Implementation:

e The senior management in the department was supportive of the approach and a set
of six eight-person teams, known as ‘Tiger Teams’, were set up to be integrated,
multi-supplier, and multi-organisational, with all of the expertise required. They are
co-located, work together daily, and share common goals towards clearly defined
outputs and dependencies defined at the outset. This focuses the team towards
achieving outcomes. The number of documentation deliverables (such as the IT
service management strategy, the IT build strategy and the usability and accessibility
compliance checklist) has been reduced by approximately two-thirds. The design and
build process is not restricted to IT development but includes business products such
as guidance and learning and development. An overarching business and solution
architecture Agile Steering Group (ASG) provides coordination between agile teams
and maintains the forward look of the operating model and IT solution.

Barriers:

e A culture of empowerment had to be established around the project. A senior
manager had told teams, “if you make a decision and fail - | will take responsibility,
however, if you make a decision and succeed - you claim the credit”. This process
resulted in an increase in the number of decisions taken by teams and a greater level
of empowerment.

Impact

e The initial JSA project will not conclude until late 2011 but the organisation appears
to be on track to reduce the time to market by six months compared with the
traditional waterfall BCL approach.



e The methodology is being used for the development of Universal Credit and the
DWP expects this to cut delivery such that this major social initiative can be
delivered and go live within the 2010 Spending Review period and the term of the
current Administration.



Annex D: Survey of Public Sector
ClOs

As part of the research for this report, the Institute for Government conducted an online
survey of members of the government’s CIO Council.”” The aim of the survey was to solicit
ClO views on how ‘tightly’ or ‘loosely’ elements of government IT should be controlled and
the extent to which agile principles are already being used.

The response rate was 72% (18 out of 25 CIO council members completed the survey).

%" The sample was drawn from the Public Sector CIO Council and includes Birmingham County Council,
Business Innovation and Skills, Crown Prosecution Service, Department for Children Schools and Families,
Ministry of Defence, Department of Health, Department for International Development, Hampshire
County Council, Ministry of Justice, MoJ National Offender Management Service, National Policing
Improvement Agency, Metropolitan Police, Northern Ireland Civil Service, Office for National Statistics,
Her Majesty’s Revenue & Customs, Scottish Executive, Department for Transport, Welsh Assembly
Government, Department for Work and Pensions, DWP Group Applications Director, Driver and Vehicle
Licensing Agency, West and Chester and Cheshire East Council, Environment Agency, Department of
Communities and Local Government, and the Department for Environment and Rural Affairs.



Q1. Francis Maude has said government has to get the ‘tight-loose balance’ right. Where
do you think the balance should lie in each of the three areas below?

Greater control
& mandation

Specialist: Customised product or
service specific to one organisation
(e.g., car tax disc and vehicle
licensing, non-commodity layers of
the benefits processing system, user
interface design)

0 (0%)

Sector: Product or service used by a
cluster of related organisations with
minimal customisation. The cluster
adopts common standards for some
key areas (e.g., electronic patient
records, school administration
system, financial modelling tools).

2 (11%)

Standard: Product or service used
ubiquitously across organisations
with minimal surface level
customisation. The same open
standards are used by all wherever
practicable (e.g., low tier storage,
HR & amp, payroll, office software,
non-specialist PCs).

13 (72%)

Greater
coordination

2 (1%)

12 (67%)

3 (17%)

Balance
should remain
the same

9 (50%)

1(6%)

0 (0%)

Greater devolution of  Don't know
power &
responsibilities
7 (39%) 0
3(17%) 0
2 (M%) 0
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Q2. Please list up to three key areas in government IT where you feel there should be
more coordination or mandation to drive greater efficiencies

Departments were invited to give free text responses, which have been coded.

Number of responses Percentage

Data centres 7 19%
Common standards 7 19%
Commoditisation 7 19%
Infrastructure (PSN) 5 14%
Shared (back office) services 4 1%
Others 6 7%
Total 36
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Q3. Please list up to three key areas in government IT where you feel there should be
greater devolution to a departmental or project level to enable innovation and flexibility

Departments were invited to give free text responses, which have been coded.

Number of responses

Operations specific 8
Procurement around SMEs 5
None 3
Security - specifically around mobile 3
devices

Others 10
Total 29

Percentage

28%

7%

10%

10%

34%
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Q4. From each pair of statements, please select the one which most closely reflects the
working practices of your department

Project teams are co-located
to enable informal
interaction

Core functionality is
delivered early to introduce
system as quickly as possible

Users are part of the core
project team

Project responsive to
changes in specification

Understanding of the
required solution changes
over time

The project is run in short,
time-boxed iterations

The project can easily be
stopped at any point

The project team are
empowered to make
decisions

Strongly
reflect A

3 (17%)

1(6%)

4 (22%)

0(0%)

0(0%)

1(6%)

1(6%)

0 (0%)

Slightly

reflect A

7 (39%)

8 (44%)

3 (17%)

7 (39%)

5 (28%)

3 (17%)

2 (11%)

1(6%)

Neutral

3 (17%)

2 (11%)

1(6%)

6 (33%)

3 (17%)

4 (22%)

8 (44%)

3 (17%)

Slightly

reflect B

4 (22%)

7 (39%)

6 (33%)

4 (22%)

5 (28%)

5 (28%)

6 (33%)

7 (39%)

Strongly
reflect B

1(6%)

0 (0%)

4 (22%)

1(6%)

5 (28%)

5 (28%)

1(6%)

7 (39%)

Space for teams to work
independently with
structured
communication between
them

Project is delivered when
itis fully functional to
promote take-up by users

Professional, clearly
delineated, client—
provider relationship
between IT and users

Specification adhered to,
ensuring consistency
with, and facilitating
integration into, other
systems

Project works to a well-
defined brief and the
team delivers the agreed
solution

The project is run in
stages defined at the
outset by the activity
conducted in each

The project has the
security of a full and
committed timeline
necessary to enable
planning and delivery

Decisions are made with
the full buy-in of the
project’s stakeholders and
follow clear governance
processes




The Institute for Government is
here to act as a catalyst for better
government

The Institute for Government is an
independent charity founded in 2008 to help
make government more effective.

e We carry out research, look into the big
governance challenges of the day and
find ways to help government improve,
re-think and sometimes see things
differently.

e We offer unique insights and advice
from experienced people who know
what it’s like to be inside government
both in the UK and overseas.

e We provide inspirational learning and
development for very senior policy
makers.

We do this through seminars, workshops,
talks or interesting connections that
invigorate and provide fresh ideas.

We are placed where senior members of all
parties and the Civil Service can discuss the
challenges of making government work, and
where they can seek and exchange practical
insights from the leading thinkers,
practitioners, public servants, academics and
opinion formers.
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